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System Requirements

SYSTEM HARDWARE 3. For installation and updates, administrator permis-
1. One unused RS-232 serial communications port sions on the computer (Windows XP Pro) is required.
(Com 1-8) and a Gem-RS232 module for local serial 4. For installation and updates, stop or turn off all anti-
connection, or USB to Serial Bus Adapter. v!rus, personal firewall, and other monitoring ser-
2. A Standard CAT5 network cable for connection to vices.
the LAN, and access to a Local Area Network (when 5. Perform all Microsoft updates prior to installation.
used with TCP/IP or multiple users).
3. Wingows-based PC (with networking capability, if CQMQ,QEB&SEB_%?)S Aé?eﬁi?TFESIaSOB (Discontinued)
sed). : J
ey - Keyspan 19HS, USB UMC-100, and FTDI
5. An IBM-compatible PC, 1GHz speed or faster. FT8U232AM.
6. Video resolution of 800 x 600 or higher CONTROL PANELS SUPPORTED
SYSTEM SOFTWARE o Gemini GEM-P3200, GEM-P9600 and GEM-X255.

1. Windows XP Professional ONLY.
2. Microsoft Internet Explorer 5.01 or later.

Windows is a registered trademark of the Microsoft Corporation.
Other products, product names and services described in this manual are for identification purposes only and may be trademarks of their respective companies.
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Access Control System Overview

ACCESS CONTROL

Access control allows you to extend or restrict admit-
tance to a secured area of a protected premises. Cards
with proper credentials that are presented to a card reader
will release a door locking mechanism (such as a magnetic
lock or electric strike). For cards without proper creden-
tials, the system will prevent access.

The NAPCO GEM-ACM1D and GEM-2D Access Con-
trol accessories are integrated with the burglary functions
of the GEM-X255, GEM-P9600 or GEM-P3200 control
panels, and thus can be used to arm and disarm the sys-
tem and to generate audible alarms that can be reported to
a Central Station monitoring service. In a GEM-X255 and
GEM-P9600 system, up to 4 ACM modules are supported,
and each ACM can provide access to two doors (a GEM-
P3200 system supports up to 2 ACM modules). In addi-
tion, door activity can be mapped to several zones for the
recording of log events. Up to 195 card users can be ac-
commodated with the GEM-ACM1D accessory alone (with
a GEM-X255 panel); using the PCD-MANAGER soft-
ware, the number of card users can be increased to
1000. For installing and wiring an ACM system, see
WI1221 for more information.

PCD-MANAGER OVERVIEW

The NAPCO PCD-MANAGER software is designed to
simplify the monitoring, maintenance and customization of
the GEM-ACM1D and GEM-2D accessories via a Win-
dows-based computer.

The most basic function of the PCD-MANAGER soft-
ware is to add cardholders to the system. It can also be
used to add and maintain alarm users (keypad user
codes). Complex panel-specific information is hidden and
only basic ACM-related information is presented on the
screen. Advanced functionality, such as adding Access
Groups and Schedules, is available from menus.

Within the PCD-MANAGER software, multiple accounts
can be created, each representing an installed control
panel. If personnel changes are made to one account,
those changes can be automatically propagated to all
other accounts if the operator wishes.

The PCD-MANAGER software is fully compatible with
PCD-Windows Quickloader account files.

Like PCD-Windows, the PCD-MANAGER software com-
municates with alarm systems in all current downloading
modes:

o locally via a serial COM port
¢ remotely via Telco line
o remotely via a TCP/IP network

NOTE: Prior to running the PCD-MANAGER software,
the dealer must install the alarm system and it must be
configured with PCD-Windows Quickloader download sofft-
ware.

Although PCD-MANAGER is designed primarily for con-
trol panels with the GEM-ACM1D installed, the PCD-
MANAGER software will operate with control panels that

do not have ACM modules. If PCD-MANAGER detects
the GEM-ACM1D as missing, the software will simply hide
all ACM-related fields, allowing other operations to be per-
formed (such as assigning regular alarm system keypad
user codes and defining schedules for the user codes).

Once PCD-MANAGER is up and running, with the
method of communication configured, tested and working,
it is suggested that the most simple aspects of PCD-
MANAGER be used first, to allow you to grow accustomed
to the software.

NAMES > CARDS > GROUPS > SCHEDULES

At its most basic, access control usually involves a build-
ing, a large number of people, and the idea of allowing or
denying the people access to that building during certain
times. Therefore, it makes sense that the first step should
be to add the names of people into the system, each name
unique, to distinguish between individuals.

Once names are added, the next step is to assign a spe-
cific proximity card (or cards) to each person (proximity
cards and readers now being commonly used).

Next, as with many access control systems, it is conven-
ient for large numbers of similar users to be grouped to-
gether--controlled all at once rather than individually--
saving time and effort. For example, if the building is a
place of employment, many people working in the building
tend to share common working hours, lunch hours, holi-
days, etc. Once these "Access Groups" of people are con-
ceived and organized, they can be created within PCD-
MANAGER, with all of its attributes (scheduled times such
as "active" working hours, "inactive" holiday hours, etc.) all
specified in detail. Access Groups, therefore, are con-
trolled by "schedules"; a person who possesses a prox-
imity card which is assigned to a specific Access Group is
therefore controlled by the schedule of that Access Group.
The schedule defines when that Access Group is enabled
in the system, thus controlling access to the building.

These interconnected relationships--names assigned to
cards assigned to groups assigned to schedules--may
best describe the PCD-MANAGER software at its most
basic.

The basic steps are as follows:

1. Add names of people to the program (add
"Personnel") (see page 13)

2. Assign names to specific cards (see page 15)

3. Create Access Groups and configure individual
schedules for each (see pages 16-18)

4. Assign cards (Card Holders) to Access Groups
(see page 15)

The basic steps for adding Alarm Users are:
1. Create Alarm Users from the list of Personnel
2. Create Schedules for Alarm Users
3. Assign Alarm Users to Alarm User Schedules




Quick Start Checklist

STEPS NEEDED TO GET UP AND RUNNING

O 1.

Install and wire a new control panel (with panel code V55 or higher) at the premises. See ap-
propriate documentation for panel and keypad type enclosed with control panel for installation in-
structions.

Install and wire a GEM-ACM1D (and GEM-2D if needed) onto the control panel (using code V2
or higher). See ACM documentation enclosed with ACM accessories for installation instructions.

Install and use PCD-Windows Quickloader software to download a new program to the control
panel.

Install the PCD-MANAGER software into a PC used to communicate with the control panel. Be
sure the PC conforms to the System Requirements listed on page 2. Dealers may wish to per-
form the following steps to help their customers get up and running--see page 5 for Dealer soft-
ware setup and installation instructions.

Determine a means of communication for the PCD-MANAGER software PC to link with the
control panel. There are three options, either Local, Network or Modem--see page 30 for more in-
formation.

. Transfer existing panel programming into PCD-MANAGER. Two methods are available:

A. Upload the panel program into PCD-MANAGER. This method is described on page 28.

B.Use the PCD-MANAGER Import Utility. Installer will use PCD-Windows Quickloader soft-
ware to export Accounts as .QL9 files, and then import the .QL9 files into the PCD-MANAGER
software. See pages 28-29.

. Add names of people to the accounts created in step 6. Uploading the panel program will not

specify names, and importing .QL9 files may not fully transfer all names correctly. Therefore, it
may be necessary to manually enter/edit names--or import names from a text file (in a specific for-
mat).

FOR CARD HOLDERS:

3 8. Assign Names to Proximity Cards. See page 15 for details.

[ 8a. Create Access Groups for Card Holders. See page 15 for details.

O 8b. Configure Schedules for each Access Group. See page 16 for details.

[ 8c. Assign Card Holders to Access Groups. See page 15-16 for details.

FOR ALARM USERS:

3 9. Create Alarm Users, if you want to assign someone a keypad user code (instead of--or in ad-

dition to--a proximity card). See page 21 for details.

[ 9a. Create Schedules for Alarm Users, to determine when their keypad user codes are active.

See page 22 for details.

O 9b. Configure Schedules for each Alarm User. See pages 21-23 for details.




Dealer Software Setup and Installation

Personalizing PCD-MANAGER

When distributing the PCD-MANAGER software to custom-
ers, dealers can customize the software by editing the
DealerInfo.ini file that contains:

a. A Dealer's website internet address
b. A Technical Support telephone title
c. A Technical Support telephone number
In the Company Logo folder, place your own bitmap
graphic company logo, but be sure to name the file
"logo.bmp".

After PCD-MANAGER is installed, the company logo will
appear on the login page and the "About PCD-MANAGER"
dialog. Contact information for technical support and your
company web address will appear in the "About” dialog. All
of these optional items will allow dealers to build your own
"brand name" software.

Dealers may wish to perform the following tasks:

1. Install PCD-MANAGER into a designated PC.

2. Create a CD-RW that contains the PCD-MANAGER
software.

3. Export the panel accounts from PCD-Windows Quick-
loader (as .QL9 files and with a password of
"napcoacm”) and place them into a new "Accounts"
folder on the CD-R/W that contains PCD-MANAGER.
See page 28 for instructions.

Upon the installation of the PCD-Manager software to each
customer's computer, the "Accounts" folder will be auto-
matically copied onto their computer. When the software is
first started, use the Master Password of "napcoacm" to
automatically import the .QL9 files into the software. Im-
porting files in this automatic manner will help you get up
and running faster and easier. If the "napcoacm" password
is not used, the .QL9 files will need to be imported manu-
ally. After importing, be sure to change your Master Pass-
word.

Installing the PCD-MANAGER Software

INSTALLATION VIA CD-ROM

1. Close any programs (including any anti-virus, anti-
spyware, and monitoring tools) before starting your
installation.

2. Insert the CD-ROM into the drive.

3. If Auto Start is enabled for the CD-ROM drive, the
installation should start on its own. Otherwise, from
Windows Explorer, double click on the file startup.exe
on the CD-ROM--or--from the Start menu, select Run,

then type: <Your CD-ROM Drive Letter>:\startup.exe,
and click Open and OK.

4. Follow the screen instructions. You may need to
restart Windows after the installation has completed.

5. It may be necessary to repeat steps 3 and 4, if the

install process found it necessary to install a Service
Pack.
NOTE: A "DOT NET" folder exists under the Install
Components folder on the PCD-MANAGER
installation CD. If you have a .NET installation error,
manually install the .NET object from the CD.

Network Installations

Database Host

I I I
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With PCD-MANAGER, one Master and 16 pre-defined us-
ers and passwords can all be logged into the same network
database at the same time, making multi-user network ac-
cess to a centralized database very easy to implement. To
create a network, each with a separate software installation
accessing the same database host machine, proceed as
follows:

Creating a Network Database
1.Copy or move an existing database (or create new da-
tabase files) into a network directory. The computer on
which this network directory resides can be referred to
as the "Database Host".
2.Add users to the corporate Users list.
User Machines
3.Install the PCD-MANAGER software onto each corpo-
rate user computer.
4.Point the database to the database host (see Pass-
word Screen Menus, Database Selection on page
6).
Monitor and Control
From the corporate user screen, the Master user can:
e Check which users are logged on
e Check which accounts have been opened
¢ Force a user off the database
Dealers may wish to run their own version of the PCD-
MANAGER software in order to ensure their customer's
accounts are working properly. Dealers and customers
can use the Backup Database and Restore Database
functions for this purpose, described on page 6.

.




Startup and Login

Running the PCD-MANAGER Software

STARTING THE PROGRAM:
From the Start Menu, select Programs, Napco Secu-
rity Group, PCD-MANAGER.

NOTE: "Napco Security Group" is the default Group
name, and may have been manually changed during
the installation.

Access to the program requires an acceptable Login
Name and Password. The Login Name must be between
1-8 characters in length and the Password must be be-
tween 1-8 characters in length.

PASSWORD SCREEN:
The first screen that appears after starting the program is
the Password Screen:

First Time Login:

e The first time you login
and create the data-
base, you must type
"master" as the Login Name and type any password
that conforms to the above requirements.

o Dealers: If you are attempting to pre-load .QL9 im-
ported accounts, use the password "napcoacm" (all
lowercase).

o When entering a password for the first time, you must
retype the same password to confirm (in the Initialize
Master Password screen:

Initialize Master Password

Retype your password

and click OK or click Can- "Fw
cel to select a new pass- Cance

word.

1> IMPORTANT! We HIGHLY recommend you keep
a written record of your password in a safe
place! If you misplace this password, you will
NOT be able to access the program as the mas-
ter user again.

After the Login, communication with the installed
control panels must be setup (see page 30).

Master Password

The Master Password can be changed by logging in as
Master and clicking Tools, Master Password in the PCD-
MANAGER main toolbar. In the Master Password dialog,
type the new Master

Password in the field
provided, and re-type oo B |
the same password in New Master Password: [ Cancel
the Confirm New Confim N Mt Posewrd. |
Password field. Click

OK to save or Cancel
to exit without saving.

The user can log out of PCD-MANAGER at any time,
only allowing other users with proper passwords to enter
the system. Log off by clicking File, Logout from the
PCD-MANAGER main toolbar. The Password Screen
opens, awaiting a Login Name and Password.

Password Screen Menus

The PCD-MANAGER Password Screen contains two
menu items:

4P PCO-MANAGER - [Password Screen]
File Help

Login

Backup Database. ..
Restare Database. ..

Database Selection...

Exit:

FILE
Login - Equivalent to the Login button, initiating the log
on process.

Backup Database - User can backup PCD-
MANAGER database files for safety or sharing pur-
poses. Backed up files are located in the Export Area
folder in the installation directory.

Restore Database - User can receive previously
backed up files (for exam-
ple from a separate
Dealer's PCD-MANAGER

installation) and return the
software to a previously
saved state. Click to open
the dialog (shown at right),

Curent Folder

JEProgram Fiesiapes Securty GrovePCOH1 | |_Seleet Cancel

which allows the specific
database files to be selected:

Database Selection - Click to select the specific data-
base to open. Can be
used by Dealers who ser-
vice multiple accounts.
Note that multiple software
installations can be used,
each pointing to one net-
work location.

Exit - Click to quit the program.

HELP
About PCD-MANAGER - Displays Copyright details,
build number records, database information, etc.




Master and Corporate Users

Two User Types
Normal Corporate Users and their Properties

In general, PCD-MANAGER has two types of corporate
users who can log into the software:

e A master user
¢ A group of normal corporate users

At the first-time startup, PCD-MANAGER requires the mas-
ter user to supply a login name and password. Multiple
copies of PCD-MANAGER may be run at the same time
from different PC's; however each copy must be signed in
with a different login name. Only one login name of either
type may be signed in to PCD-MANAGER at a time.

Master Corporate User
A master user can assign, modify and delete normal us-
ers (along with their corresponding properties). By de-
fault, when PCD-MANAGER is run for the first time, the
"Login Name" of the master user will be either "master" or
"MASTER".

The master password can only be changed by the mas-
ter user. When the master user is signed-in to PCD-
MANAGER, full privacy and communications privileges
allow additional window menu items to be enabled for the
master user that are not available to normal corporate
users. The enabled selections in the File menu are as
follows:

e New Account

Copy Account

Copy to Other Accounts
Delete Account

Import Quickloader Accounts
Import Personnel From File

Passwords

To change the master password, log into PCD-MANAGER
using the existing master password. Click Tools, Master
Password, and the following dialog appears:

P
Cancel
-

Curent Master Password:

New Master Password:

Canfirm New Master Password

In the New Master Password field, type a new master pass-
word (maximum 8 characters) and retype to confim. If
both passwords do not match, the following warning popup
appears:

PCD-MANAGER x|

!: The passwords do not match. Please bype the password in both boxes.

After entering new password, click OK to save or click Can-
cel to exit without saving.

Click Tools, Corporate User Setup, and the following dia-
log appears.

Corporate User Setup X

Privacy

o Logon | Logout
Lovel | Communication | “Hao [

11082008 [11108/2008
111031 40 [11:18:51 b

# Hame. Password Account In-Use

Freguier Freguier Full Ful

Full Ful
Full Ful
Full Ful

1

2 o Login
3

5

5 Full Ful

6

i

&

o Login
No Login
o Login
o Login
o Login
o Login
o Login
o Login
o Login
o Login
o Login

o Logout
o Logout
o Logout
o Logout
o Logout
o Logout
o Logout
o Logout
o Logout
o Logout
o Logout
o Logout

Full Ful
Full Ful

Full Ful
& Full Ful
10 Full Ful
11 Full Ful
12 Full Ful
13 Full Ful
14 Full Ful NoLogin |No Logout
15 Full Ful NoLogin |Me Logout
16 Full Ful HoLogin |Ho Logout

< | I |
[

Femove User | Logout User | Cancel |

In the above dialog, a master corporate user can assign
restrictions to each normal corporate user in order to pre-
vent them from accessing certain features in the PCD-
MANAGER software. The table below summarizes the
properties of a normal user.

Properties Selections

User Name PCD-MANAGER operator name.

User Password PCD-MANAGER operator password.

Select as follows:

1. Full — Operator has access to both the Cards View and the
Alarm Users View.

2. Card Only — Operator restricted to Cards View only (Cards
tab of the Card Holders menu).

3. Alarm-Only — Operator restricted to Alarm Users View only
(Alarm Users tab of the Security Settings menu).

User Display

Select as follows:

1. Full — Operator has full read/write software access.

2. Read-Only — Operator has read only access. Control panel
user/card codes are hidden. Note: When selected, the
Communication selections (see next row in this table) are
limited to Upload-Only and None.

User Privacy Level

Communication Controls user access to alarm system, as follows:

1. Full — Operator has full download/upload communication
access to PCD-MANAGER. Selection not available if User
Privacy Level (above) set to Read-Only.

2. Upload Logs Only — Operator can upload event logs except
panel dealer information. No downloading allowed.

3. None — Operator has view-only access. Codes not visible.

Logon Time Displays date/time operator logged in to PCD-MANAGER.

Logout Time Displays date/time operator logged out of PCD-MANAGER.

Operators still logged in display "Not Logout".

Account In-Use Displays name of account currently open by operator.

Remove User button | Master user can click to permanently remove the highlighted

user from the system.

Logout User button Master user can click to manually logout the highlighted user

from the system.

After making selections, click OK to save or click Cancel to
exit without saving.

.




Preferences

Customize PCD-MANAGER

Various features and settings within the PCD-MANAGER

software can be customized. Click Tools, Preferences in
the PCD-MANAGER toolbar. The Preferences dialog

opens:

(3 At Startup of an Account
© Show Personnel View
O Show Cards View
QO Show Alam Users View
(21 Card Holders
(3 Personnel View

Show Yreals] column

Show For Installer Use Orly’ column

Automatically add as a card user

Peiform ertor checking befare capying personnel to other accaunts
O i

cility code and card code at the staitup of an account

out aceess gioup window when a ol in the *hocess Group’ colunin is selected
(21 Security Settings
(1 Access Groups View
slected arsas of keypads s text
1s View
ot alarm codes
play selected areas or keypads as text
o al setfings at the startup of an account
[ Schedules
Show holiday window when a cellin the Holiday Hours' column is selected
(2] Communication Dptions
Perform eror checking before sending data ta the control panel
(2 Default Communication Mode
© Local [High Spesd)
O Network [TCPAP)
O Remols (Telco)

Cancel

The Preferences dialog allows the following changes to be
made (by clicking radio buttons or check boxes) to the
PCD-MANAGER software:

At Startup of an Account
Show Personnel View - When the PCD-MANAGER

software first opens (just after logging in), the first view

that appears, by default, is the Personnel View (see im-
age on page 13).

The Personnel View allows users to easily add names to
the access control system. The first step for program-
ming almost any access control system tends to be the
process of adding names, therefore this view was se-
lected, by default, to be the first to appear. However, ei-

ther of two other views can be selected to appear after

startup, if desired:

e Show Cards View
e Show Alarm Users View

The Show Cards View (see page 15) displays the Cards

tab of the Card Holders menu, allowing users entered in
the Personnel tab to be selected as cardholders and to
be assigned to specific cards and into specific groups.

The Show Alarm Users View (see page 21) displays
the Alarm Users tab of the Security Settings menu, al-
lowing users entered in the Personnel tab to be selected
as alarm users and to be assigned individual alarm codes
and attributes (system abilities, area assignments, etc.).

Card Holders
Personnel View - Show ‘Area(s)’ Column: When

checked, an Area(s) column is added to the Personnel

tab of the Card Holders menu (see image page 13).
When clicked, the Area(s) column displays a table indi-

cating the areas to which the selected user has access.

Personnel View - Show 'For Installer Use Only' Col-
umn: When checked, a For Installer Use Only column
is added to the Personnel tab of the Card Holders menu
(see image page 13). When clicked, the column displays
a table indicating data from the control panel regarding
Access Groups and Alarm Users for that selected user.
This is a reference for the dealer, in case he needs to
modify a user locally from the keypad or remotely via the
PCD-Windows QuickLoader. The numbers presented in
this column are the actual control panel user numbers,
assigned by PCD-MANAGER itself. Also note that, for
example, if an individual only has one card assigned then
only one number will display, If they have three cards and
an alarm code then four numbers will display).

Personnel View - Automatically add as a card user:
When checked, new personnel entered into the Person-
nel tab of the Card Holders menu will be also automati-
cally added as card access users (added to the Cards tab
of the Card Holders menu).

Personnel View - Perform error checking before
copying personnel to other accounts: When checked,
the Error Check utility will automatically run before click-
ing the Copy to Other Accounts button (as described on
page 11).

Cards View - Show facility code and card code at the
startup of an account: When checked, the Cards tab of
the Card Holders menu displays a Facility Code column
and a Card Code column indicating the properties of the
assigned card(s). Even if these columns are not normally
set to display, they can be made to display simply by
clicking on an empty cell in the Card Holders column
(since at this time the software anticipates a new card is
being entered).

Cards View - Show access group window when a cell
in the 'Access Group' column is selected: When
checked, the Cards tab of the Card Holders menu dis-
plays an Access Groups window at the bottom of the
screen when a cell is clicked in the Access Groups col-
umn (see image below). Note: This preference is en-
abled by default.

[T

Click an
Access Group fo
cell here...

I

F ...and an
T Access Group

T

window opens.
—— / \

8 ccoums
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Preferences (cont'd)

Security Settings

Access Groups View - Display selected areas or key-
pads as text. When checked, full text names of areas
are displayed in the Access All Doors in Areas column
(located in the Access

GfOUpS tab of the Secu- Access All Doors in Areas

rity Settings menu). [treat o Full toxt

An example is shown in  |#rat, . names are |
: : Areat, .. .

the image at right: ' displayed

Alarm Users View - Show Alarm Codes: When
checked, the Alarm Code column is displayed in the
Alarm Users tab of the Security Settings menu. The
Alarm Code column displays a 3-6 digit alarm control
panel code. See page 21 for a sample image of this col-
umn.

Alarm Users View - Display selected areas or key-
pads as text: When checked, full text names of areas
are displayed in the Areas column (located in the Alarm
Users tab of the Security Set-
tings menu). An example is Area (s)
shown in the image at right: Breat,

sread, Full text
names are
displayed

Aread, ..
Area

aread, .. ‘
|

Alarm Users View - Show all settings at the startup of
an account: When checked, all columns are displayed in
the Alarm Users tab of the Security Settings menu. See
page 21 for a sample image.

Schedules

Show Holiday window when a cell in the 'Holiday
Hours' column is selected: When checked, the Sched-
ules menu displays a "Holiday" window at the bottom of
the screen when any cell is clicked in the Holiday Hours
column (see image below). Note: This preference is en-
abled by default.

Dayor [Vieskor [
Wosk| Worth

Click a
Holiday Hours
cell here...

=

T
...and a "Holiday"
window opens.

T T P PP P e

N
I8

Communication Options
Perform error checking before sending data to the
control panel: When checked, the Error Check utility
will automatically run before clicking the Finalize
Changes button. The Finalize Changes button is used
to send all new or changed data to the control panel to be
put into use (see page 12).

Default Communication Mode: This setting determines
the default communication mode displayed within the
Control Panel Communication dialog (opened by click-
ing Communication, Control Panel Communication
on the PCD-MANAGER toolbar.

The default setting is Network (TCP/IP) but the three pos-
sible settings are:

e Local (High Speed)
o Network (TCP/IP)
¢ Remote (Telco)

Click the radio button to select one of the three modes as
default. Each mode is explained on pages 30-33.

When finished, click OK to save your selections or click
Cancel to exit without saving.




Account Features

New Account Overview

Note: Only master users can create new accounts.

Before creating new accounts with PCD-MANAGER, we
recommend that you import or upload the existing control
panel programming (see page 28), then use PCD-
MANAGER to make programming changes. In addition,
after an account is uploaded:

e [f PCD-MANAGER finds that the account does not
support an ACM, all ACM-related information will
automatically be hidden and disabled.

o [f PCD-MANAGER finds that the account does not
support TCP/IP, the option of panel communication
via a TCP/IP network will automatically be disabled.

o The number of areas, keypads and relays may be lim-
ited, depending on which control panel is used with
the system.

Create a New Account
In the PCD-MANAGER toolbar, click File, New Account.
The New Account dialog opens:

The New Account dialog [EEr——— e
includes the following fields: o

e Account Name - Type a —
unigue name (maximum
of 16 characters al-
lowed)

e Account Type - Click
the pull-down menu and select the alarm control panel
type used in the ACM system. Currently, three panels
are available: GEM-X255, GEM-P9600 and GEM-
P3200.

¢ Control Panel Security Code - The security code is
the numerical code required to access the alarm con-
trol panel used for the new account. Type a security

code (maximum of 6 dig-
itS a"owed)' Please enter the dealer password oK
Note: This field is hid- |
den by default. To dis- ———

play, press [Alt] + [U] and

enter "napco" (lowercase) in the =
Dealer Password dialog. You | fretesrews [ e |
I‘ Cancel

can also update the password by
clicking the Change Password
button.

Confirm New Dealer Password:

[

e Comment - Type any comments
to assist in describing the new account (maximum of
160 characters allowed)

Either click Cancel to exit without saving, or click OK to
save and open the new account. Note: When the new
account opens in the main screen, the default view
(either the Personnel View, the Cards View, or the
Alarm Users View, can be changed in the Preferences
dialog, accessed by clicking Tools, Preferences in the
PCD-MANAGER toolbar.

Other Account Features

In addition to creating new accounts, master users can
perform the following tasks, via the PCD-MANAGER
File menu:
¢ Edit an existing account (normal users can also edit
existing accounts, but the control panel security code
is hidden)
¢ Delete an existing account (master users only)
¢ Close an existing account (also normal users)
¢ Copy an existing account (master users only)
e Import an account created in PCD-Windows Quick-
Loader software (master users only--see page 28)
o Export an existing account (master users only)

Note: In a multi-user software installation, accounts cannot
be opened edited, deleted, or exported by two users at the
same time. In addition, some of these tasks are available
via a menu opened by right-clicking in the Account Work-
space area, as shown on page 12.

The paragraphs below describe each of these features in
detail:

Open Account
To open an account, click File, Open Account in the PCD-
MANAGER toolbar. The Open Account dialog opens, al-

lowing the selection of existing ac-
counts within PCD-MANAGER.
Please select an account:

Click to highlight an account name,
and click OK to open the selected
account, or click Cancel to exit with-
out opening.

Note: If no accounts exist in the
software, the File, Open Account
menu item is "grayed-
out" (unavailable).

3200 ACM
9600 ACHM
Huntingdon Hosp
X255 ACM

(a]4

Cancel 3

Edit Account
To edit an account, first open the account and then click
File, Edit Account. The Edit Account dialog opens:

edit Account x|
Account Name: |x255AEM [iT3 I
Account Type: Gemini %255 ¥ Cancel

Comment:

The Edit Account dialog includes the following fields:

¢ Account Name - Type a unique name (maximum of 8
characters allowed)
¢ Account Type - Reserved for future use.

Control Panel Security Code - The security code is the

10




Account Features (cont'd)

numerical code required to access the alarm control
panel used for the account. Type a security code
(maximum of 6 digits allowed). Note: This field is hid-
den by default. To display, press [Alf] + [U] and enter
"napco” (lowercase) in the Dealer Password dialog.

e Comment - Type any comments to assist in describing
the account (maximum of 160 characters allowed)

Either click Cancel to exit without saving, or click OK to
save the changes. Note: If no accounts exist in the soft-
ware, the File, Edit Account menu item is "grayed-
out" (unavailable).

Close Account

To close an account, click File, Close Account in the
PCD-MANAGER toolbar.

When an account closes, all of the PCD-MANAGER win-
dows related to that account close as well.

Note: If no account is open, the File, Close Account
menu item is "grayed-out" (unavailable).

Delete Account

To delete an open account, click File, Delete Account in
the PCD-MANAGER toolbar. A popup will appear request-
ing confirmation of the deletion (shown below).

PCD-MANAGER |

/ ' : Are vou sure you wank to delete the account 'x255 ACM'?

Click Yes to delete the displayed account or click No to
cancel the deletion. Note: Users cannot delete an account
that is currently in-use by other users. Note: If no ac-
counts exist in the software, the File, Delete Account
menu item is "grayed-out” (unavailable).

Copy Account

To copy an open account, click File, Copy Account in the
PCD-MANAGER toolbar. The Copy Account dialog
opens:

Copy Account: #255 ACM 5[

oK I
Cancel |

MNew Account: I

IGemim 255 'I

Account Type:

Comment:

The Copy Account dialog includes the following fields:
e New Account - Type a unique name for the copied

account (maximum of 16 characters allowed)

e Account Type - Press Shift+F5 and click on the Ac-
count Type pull-down menu to edit the alarm control
panel type used in the ACM system. Currently, three
panels are available: GEM-X255, GEM-P9600 and
GEM-P3200.

Control Panel Security Code - The security code is the
numerical code required to access the alarm control
panel used for the copied account. Type a security
code (maximum of 6 digits allowed). Note: This field
is hidden by default. To display, press [Alt] + [U] and
enter "napco” (lowercase) in the Dealer Password dia-
log.

e Comment - Type any comments to assist in describing
the copied account (maximum of 160 characters al-
lowed)

Either click Cancel to exit without copying, or click OK to
copy the open account.

Note: If no accounts exist in the software, the File, Copy
Account menu item is "grayed-out" (unavailable).

Copy to Other Accounts Button

Note: The Copy to Other Accounts button is enabled
only when the Personnel screen is open and when multi-
ple accounts exist in the software (otherwise this button will
be grayed-out).

The Copy to Other Accounts button is designed to propa-
gate changes made within one account into other accounts
within PCD-MANAGER (each account representing a con-
trol panel). In multiple-panel ACM installations, it is often
necessary to enable users access system-wide (between
control panels within one building).

To propagate new or existing personnel assignments from
one account to another, first highlight the last names of the
users you wish to copy, then click the Copy to Other Ac-
counts button. The following dialog opens:

Copy to Other Acco x|
Please select the Following accounts:
£_3200 ACM
[CJaa00 ACM
[ Huntingdon Hosp
[x255 ACM

el

Select the accounts into which the personnel are to be cop-
ied, and click Copy to continue or Cancel to exit.

Note: When copying personnel data into other accounts,
all attributes are copied except for internal software number

J
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Account Features (cont'd)

designations (such as user numbers and schedule num-
bers). These number designations, for all accounts, are for
internal software use only, and are intended to be transpar-
ent to the corporate user.

Finalize Changes Button

Click to send all new or changed data (such as new cards,
access groups, alarm users, schedules, etc.) to the control
panels to be put into use.

When the Finalize Changes button is clicked, a confirma-
tion dialog appears (a typical example is shown below) pro-
viding a list of the screens modified and to be changed
within the system.

PCD-MANAGER x|
'j Changes had been made in the Following screens:
: 1. Cards
2. mlarm Users
3. Access Groups
4, Access Group Schedules
5. Holidays

These changes will be sent to the control panel.

Press OF to proceed or Cancel to abort the download.

Click Cancel to exit without saving changes or click OK to
process the changes and put them into use. When OK is
clicked the Error Check utility will automatically run (by de-
fault), as described in the section that follows.

Error Checking

To ensure all changes made within PCD-MANAGER do not
conflict with any new or existing control panel programming,
an error checking utility is included with the software. The
error checking utility will run when PCD-MANAGER begins
communication with the control panel, and is a default se-
lection within the Preferences screen (see page 9 for more
information).

If enabled by the Preferences screen, when OK is clicked
in the Finalize Changes confirmation dialog (described in
the previous section above), the error checking utility will
automatically run. A communications "status" screen
(shown below) will open at the bottom of the window, allow-
ing the corporate user to remain informed of the panel
downloading progress and results. Control panel communi-
cation will only continue if no errors are found

Error lo. Description ﬁ’
0001 The combined number of Alarm Users and ACM sers fs exceeding he system imi of 135
ooz Dupiicate cotes are faund in Alarm Users (4, 2, 3)

00003 The start fime for he normal hours of & schedule evert cannol be grester than is end tme

A
B
3
4
8
E
7

[+ [\ Holiday £ Communication Staius AError Checking [«

Note: Users can also initiate the error checking utility by
clicking Tools, Error Checking on the PCD-MANAGER
toolbar.

In the Error Checking window (shown above), users can
double-click on an error listed and the selection will auto-
matically jump to the specific field within PCD-MANAGER
where the error originates.

Printing
The PCD-MANAGER software allows the printing of the
following information within each account:

o Alarm system users and their corresponding attributes.

o Card Holders and their corresponding attributes (only if
the alarm system supports an ACM).

o Scheduled events and holiday dates.
e ACM logs (only if an alarm system supports an ACM).

Workspace

"Workspace" area
Press Ctrl + Shift +
W to open and close |

FFFFEFEEEERFPEFFFEREREEET

=] | g8 s

[ ([ o b

The Workspace (shown above) allows account features
and settings to be presented in one convenient location.
Accounts, each representing a control panel, can easily be
selected by simply clicking the account name in the Work-
space. Features associated with the account automatically
open in a directory tree structure.

You can also right-click in the Work-
space to open a menu list of options
available, shown at right.

Copy Account
Delete Account:

Impatt Quickloader Accounts

In addition to the options mentioned
previously (New Account, etc.), the

Dock to Left
Dock to Right

Hide

Workspace can be Hidden (click Hide)
and can be moved to the right or left side of the PCD-
MANAGER window (click Dock to Left or Dock to Right.
The image below displays PCD-MANAGER with the Work-
space "docked" to the left:

12




Personnel: Adding / Editing / Deleting

Card Holders > Personnel

@ PCD-MANAGER - [Gemini Access - Card Holders] HEE
3 Fle View Communcaton Took window Help eI
|__cetBurgar Log __Copy t Other Accounts

Click here and type
names in this column
to add users

EERREE
ERREE

"Workspace" area
Press Ctrl + Shift + W
to open and close

17T

1717717

| | 89 accowts
(3 master M

[Fo - Prev SereenF10 - Next Sereen

The Personnel tab of the Card Holders menu allows entry
of new personnel into PCD-MANAGER.

After entering personnel names into this screen (shown
above), the names can be copied into other areas of the
software where they are assigned as alarm system users or
card access users or both. In this window, personnel
names are listed by Last, First and Middle Initial, and as a
convenient reference, the window also displays whether
personnel have been assigned as a Card User or as an
Alarm User. Note: These columns reflect the user data
that has been downloaded into the control panel. The Mid-
dle Initial ("M.1.") must be only one character followed by a
period.

The list is alphabetical, therefore people with multiple cards
(or those with lost/disabled cards) will have their names dis-
played next to each other, thus finding users is simple and
convenient.

By default, the Personnel tab is opened by simply clicking
an account listed within the Workspace (the Workspace is
open by default, but can be closed and opened by pressing
Ctrl + Shift + W).

The names can be entered by:
e typing in the names manually via a computer keyboard
¢ importing names from any comma delimited file (see
page 14)
e importing names via .QL9 files (created by PCD-
Windows Quickloader software) via the PCD-
MANAGER Import utility (see page 28).

See page 8 to set Preferences to allow this window to dis-
play the Areas to which each individual has access.

The Personnel tab of the Card Holders menu works like
other standard Windows applications; the columns can be
adjusted by placing the mouse arrow between columns (the
arrow changes to a "column adjuster" icon), and if many
names are entered, you can scroll down the list of names
as needed. In addition, you can edit names by clicking and
re-typing text, and a whole column of names can be copied
by clicking the column header to highlight the entire column
and copying the data to the clipboard.

13



Personnel: Importing Text File Names

Overview

As discussed on page 5, names of personnel can be trans-
ferred into PCD-MANAGER together with the control panel
program by importing QL9 files (created by PCD-Windows
Quickloader software) via the PCD-MANAGER Import util-
ity.

To import only the names of personnel into PCD-
MANAGER, names listed in a comma delimited text file
(txt) can be used. As with creating a .QL9 file, the
names listed in the .txt file must exist in a certain format
for the names to appear correctly in PCD-MANAGER. The
acceptable formats are listed below:

1. Comma delimited "Lastname, Firstname" format

2. Names with middle initials: "Lasthame, Firstname, MI." (Note:
Middle initial ends with a period).

3. Card user format; "Last Name, First Name, MI., C"

4. Alarm user format: "Last Name, First Name, MI., A"

5. Alarm & card user format: "Last Name, First Name, MI., C A".

To import names, click File, Import Personnel From File.

File Wiew Communication Tools ‘Window

Lagaout I
Mew Account Chrl+M
Open Account Chrl+0 =
Edit Account CHH4+E
Close Account -
Save Chrl+5 -

Copy Accaunt
Copy to Other Accounts

Delete Account

Import Quickloader Accounts

Import Personnel From File |—
Prirt... chlp |
Prink Preview |
Prink Setup, ., |
Exit B
The following Open dialog appears:
open 2
Look ir: I."_] My Documents j « % 5 -
Access Databases [ My Music [g2) PowerPc
Adobe lg My PaperPort Documents lg2aPublishes
Downloaded Program Updates EﬂMy Pictures [g) Publishe
IEM [gMy PSP Files [g Publishe
MISC @My Videos g Scheduls
My eBooks lgPDF [g5cheduls
| | i
File name: Iﬁ Open I
Files of type: [Tt File["twt) =l Cancel |

By default, the Open dialog looks in the Import folder, a folder
created when the PCD-MANAGER software is first installed.
Shown below is an example of a text file in which new names
have been listed (file name "New Names.txt").

P New Names.txt - Note

File Edit Format Wew Help

Black, David E. =
Stuart, James F.

Stuart, Charles E.

Tudaor, Herry

Srrith, Edward

Crormwel, Olivar

Frasier, Antonia|

(=13

|

In the Open dialog, click the Look In pull down menu to
browse for the location of the text file. When the text file is
found, click Open, and the names will appear in the Personnel
tab view.

Note: The names will appear in PCD-MANAGER (see image
below) in the same order as they appear in the text file.

8 PCD-MANAGER - [9600 ACM - Card Holders]
File Wiew Communication Tools Window Help

Finalize Changes I

Get Access Log I Copy to Other Accounts I

Personne! | Cards I

Last Hame First Hame M.L

1 Deavid E.

Stuart James N\ r
\ E. ol
) C

/

S |Stuart Charles
4 |Tudor Henry
Sith Echveard
E 'Gq{nwell Oliver

7 |Frasief g A8
8

New names
added here
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Assigning Cards

Card Holders > Cards

Once names have been added to the Personnel tab view,
you can now sit back and assign a card or multiple cards
to each user at your leisure. Assign card(s) as follows:

Select Card Holders

In the Cards tab, first click the first row in the Card Holders
column, and a pull down menu displays all personnel
names alphabetically (shown below). Click on a name to
select. Note: To save effort, selected names are auto-
matically enabled in the program (the Enable column is
automatically checked when the name is selected).

Cards

le Card Holders

| =tuart, James F. -

] Click here to
Stuart, Charles E. view drop-

| Tudar, Henry down list

—=mith, Ecweard
—Cromevell, Oliver
__|Frasier, &Antonia

Type Facility Code

Next, in the Facil. Code column, click in the row of the
Card Holder selected previously, and type the 3-digit nu-
meric facility code of the proximity card

you wish to assign to this user (use Facil. Code
zeros before a 1 or 2 digit code to cre-

ate a 3-digit code). Some proximity /-‘
cards are manufactured without facility 1
codes--if this is the case with the prox- T}gpe.c.a’d —
. , acility

imity card(s) you wish to use, leave Code here [
this field blank.

Type Card Code

Next, in the Card Code column and in the same row se-
lected previously, type the card's 5-digit numeric card
code. This number is embossed on the card itself.

Assign a Card to an Access Group

As with many access control security applications, it is con-
venient for large numbers of similar users to be grouped
together. Placing users into Access Groups allows large
numbers of personnel to be controlled all at once rather
than individually--saving time and effort. Groups are con-
trolled via schedules, and a typical example involves ena-
bling or disabling a Group at a certain time.

Click in the Access Group column (in the same row se-
lected previously) to access a pull-down list listing all Ac-
cess Groups created within the account. Note: This pref-
erence is enabled by default. See page 8 for more informa-
tion about "Preferences".

Notice that after clicking in the Access Group column, an
Access Groups "details window" appears at the bottom of
the screen, displaying various details about existing
Groups within the Account (shown below).

JEEIE|
=181 x|

\ ) — i

| / ‘
riotdors T Facit Goe | GoraCods |7/ Accons croups ﬂ‘
ot 3

Click an .
Access Group
cell here...

s I

...and an
Access Group
"details window"
opens.

B
|

Iz

- rrev sreen 10 -t sueen

s Remaning o1 |[3 nester

|

This Access Groups "details window" is interactive, allow-
ing changes to be made to existing Groups (such as
changing schedule and Access Level attributes) and for
new Groups to be created.

The Access Groups "details window" is identical to the Ac-
cess Groups tab of the Security Settings window
(selected by clicking Alarm Users in the Workspace area
(shown below).

%]
[ blo vew Conmricaon Tock Window Hob JETEY
e T
- Feed N

Contains the same |
information as in

= the Access Group

"details window"
circled above.

farm

"Workspace" area
Press Ctrl + Shift + W
to open and close

13 e
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Therefore, if you wish to change attributes of existing Ac-
cess Groups or to add new Groups, see page 16 for com-
plete information.
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Cards: Access Groups

Overview

As with many access control security applications, it is con-
venient for large numbers of similar users to be grouped
together. Placing users into Access Groups allows large
numbers of Card Holders to be controlled all at once rather
than individually--saving time and effort. Access Groups
are controlled via schedules, and a typical example in-
volves enabling or disabling a Group at a certain time.

Security Settings > Access Groups

To create new or change

View Communication Tools Window Help

Create a Schedule

You can create new schedules here or click Schedules,
Access Group Schedules in the Workspace. (see page
18).

In the Schedule column, the de- e
fault setting is None Set (alerting P are

you that a schedule has not yet hlone Set _ ~)are
been configured for the Access Mone Set Al
Group--see image at right). To | (cjick pull- _
create an access schedule for the down menu)

selected Access Group, click in
the Schedule column and click on the pull-down menu.

existing Access Groups, !5, L The following popup window appears:

click on View, Security Set- Pyt SN oo ] ¢

tings, Access Groups in Dock orkpacato gt brere aceers[aor Group: Group 1 Group Off -

the PCD-MANAGER toolbar | e = T LT Time _ L,

(see image at right). s e ! 4 /L
. E] f| Click Group Off | &l
stem Info 3 m 4 1
o : oo g

You can also click Access NCTTE Tisarmes ecces_[ron B E E

Groups (a subfolder of = L & &

Security Settings) in the 3 E EE

Workspace area (shown
at right).

"Workspace" area
Press Ctrl + Shift + W
to open and close

The attributes of each Access Group are all located within
a single row of the Access Groups tab of the Security Set-
tings menu. Each column is defined as follows:

Group Name

To add a new Access Group to the account, first click in
the Group Name column (within the first available row)
and type a unique Access Group name. We recommend
this name be descriptive enough to help you locate the Ac-
cess Group when needed. Note: To save effort, new Ac-
cess Group names are automatically turned on within the
software (the Enable column is automatically checked
when a new name is typed).

Access Level

Access Levels are admittance abilities assigned to the
proximity card. For example, if you wish to give a card
user the ability to enter the premises while armed--and
then disarm via a keypad inside the premises--select Al-
ways Access. Selecting Disarmed Access will allow the
cardholder to access the protected area only when the
system is disarmed. Click the Access Level column pull-
down list to select.

Card Arming
Click in the Card Arming column and select the Card
Arming attributes assigned to the proximity card:
¢ None - No arming or disarming abilities allowed
o Arm Only - Card user allowed to arm system only
o Arm/Disarm - Card user allowed to both arm and
disarm the system

Remember--Access Groups are controlled via schedules--
and the above popup window allows you to create those
schedules. Notice the Group Off column in the upper
right--this default Group Off setting means that the sched-
ule will allow access except for the times entered in this
popup window. If you wish, you
can change this--click Group Off | Groupon ]
and the drop-down list appears [Hone

(shown at right). If you select W
Group On, the meaning of this =

popup window changes to signify that the schedule now
denies access except for the times entered in this popup
window. If None is selected, all of the schedules for that
Group will not be saved regardless of what is entered.

Note: The following example displays "Group On" sched-
ules where access is allowed during the times selected
(and access is denied during all other times).

In the image below, notice the 3 columns that can be
changed: Schedule, Time and Date.

Group: Group 1 Group Off o
Schedule Time _ Date

1 wi i PR
2 s B B
3 ol = - =
P I/ i[c):zlr:btls :‘I)':: i; Pouble-cllck —%
Click and type a the Schedule | [dl|| 1Son.teopen [y
Schedule name Time dialog E “L‘):Zc;‘:l’:le B
i 4 ? [
E E E
9 tl -

Create a new schedule by first clicking in the Schedule
column and typing a descriptive name (32 characters
maximum). Double-click the icon in the Time column to
open the Schedule Time dialog (shown on next page).
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Cards: Access Groups (cont'd)

Schedule Time x|

In the Normal Time Set-

tings area (circled at right), | jpsmsTinessina

specify the time period card- (| °*=™ =% = )
. ErdTime:  [G88PM = [foomy =] | | /

holders are customarily al- Lo

lowed access. The Start

Time and End Time allow | [\

for an endless variety of set- T

tlr!gs.. For example, to se_t O | T |

this dialog for "normal" busi- o —

ness hours of 9:00 AM to

5:00 PM, set the dialog as
shown in Fig. A. Note that
the End Time reflects 5:00 | =
" " . Start Time: W
PM "Today" meaning that o [ -

the time frame exists within
a single day.

In another example, to set
the dialog for a "night shift"

™ Mo Mormal Time

Fig. A: Set 9AM - 5PM

MNomal Time Settings

of 11:00 PM through 7:00  surie [rooen =
AM, set the dialog as shown e [wroen =

™ MoNomal Time

in Fig. B. Note that the End
Time field reflects 7:00 AM
the "Next Day".

To select the days and dates the schedule will be active,
double-click the icon in the Date column to open the
Schedule Date dialog (shown below). If the schedule op-

Schedule Date x|

- Date Settings

Fig. B: Set 11PM - 7AM

1+ Schedule to occur on specific date(s); " Schedule to ocour weekly

Date:
|1211412005 Al ¥ haDate

Week(s) of Manth:

Davis) of Week:

I~ Sunday:
I | Monday

Day(s) of Week:
™| Tuesday

™ sunday [ First Week I™ | wednesday.
™ Monday ™ Second Week ™| Thursday:
™ Tuesday [ Third Week I™ Friday
I~ wednesday ™ Faurth Week ™ saturday
I~ Thursday I Fifth Week
™ Friday [ sixth Week
I saturday I Last Wesk
oK I Cancel |

erates on a weekly basis, you can click the Schedule to
occur weekly radio button and check the day (or days) of
the week the particular schedule is in effect.

You can also select the specific dates and/or the specific
days of the week within specific weeks of the month the
schedule will be in effect. As you can see, the Schedule
Date dialog (above) provides an endless series of days
and dates your schedule is active--thus defining when the
Access Groups will provide access ("Group On") or deny
access ("Group Off") to those people who are assigned to
the Access Groups. When finished with the Schedule
Date dialog, click OK to save (or click Cancel to exit with-
out saving). When saving, a warning popup (shown be-
low) will list the changes to be made and request confirma-
tion. Click OK to proceed or Cancel to exit without saving.

PCD-MANAGER x|

N

Changes had been made in the Following screens:

1. Cards

2. Alarm Users

3. Access Groups

4, Access Group Schedules
5. Holidays

These changes will be sent ko the control panel.

Press QK to proceed or Cancel ko abort the download.

Cancel

Access All Doors in Areas

The last column in the Access Groups tab of the Security
Settings menu is the Access All Doors in Areas. This
column defines which doors in the system will allow access
for a particular Group, or in other words, "For this new
Group, which doors will Group members be allowed to en-
ter?" Click in the correct field for the selected Access
Group and click on the pull-down menu to display a list of
doors in the account. Click to select the doors to activate
in the Group and the names of the doors will be displayed
when selected.

To send the new information to the control panel and put
the new settings into use, click the Finalize Changes but-
ton. An information popup will appear detailing where
changes were made (see sample popup above). Click OK
to proceed with the download or click Cancel to exit with-
out making or saving changes.

Additional Screen Information

At the bottom of the Security Settings screen, additional
fields detailing additional information can be found (see
image below).

E— [master

The field to the left displays the number of valid Access
Groups ("Card Groups") and Alarm Users remain available
in the account. Double-click the center icon and the
Schedule Access Logs dialog appears (see page 34 for
full details on this dialog). The field in which the word
"master" appears serves to inform the user that the ac-
count currently open was launched using the Master Pass-
word (see page 7 for more information regarding Master
Corporate Users).

|'u'a|id Zard Groupsjalarm Users Remaining: 3

These fields and the information displayed will change ac-
cording to the type and attributes of the screen opened.
For example, open the Alarm User Schedules screen
and the field to the left displays the number of "Valid
Schedules Remaining".
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Cards: Access Group Schedules

Overview

Access Groups allow large numbers of Card Holders to be
controlled all at once rather than individually--saving time
and effort. Access Groups must first be created (see page
16) before creating Access Group schedules.

Access Groups are controlled via schedules, and once Ac-
cess Groups are created in the Security Settings, Ac-
cess Groups window (see page 16), their schedules can
be configured in this window. User names are assigned to
proximity cards, which are assigned to Access Groups,
and Access Groups contain Card Holders who are con-
trolled by schedules.

Schedules > Access Group Schedules

To create new or change existing Access Group (Card
Holder) Schedules, click on View, Schedules, Access
Group Schedules in the
PCD-MANAGER toolbar
(see image at right).

Vien Communication Tools Window Help
| v Todbar Copy to Other Account
! v Status Bar

—— || Auomation Scheduks |
v Workspace ChrbtShift+ 1 ]

Dock Workspace to Left
Dock Workspace ko Right

Event |Weekly| Date

raup On g
Group On M

You can also click Access
Group Schedules (a sub-
folder of Schedules) in the
Workspace area (circled
at right).

"Workspace" area
Press Ctrl + Shift + W
to open and close

8=

e o=

The attributes of each Access Group schedule are located
within a single row of the Access Group Schedules tab of
the Schedules menu. Each column is defined as follows:

Schedule

To add a new Access Group Schedule, first click in the
Schedule column (within the first available row) and type a
unique schedule name (32 characters maximum). We rec-
ommend this name be descriptive enough to help you lo-
cate the schedule when needed.

Group

Click in the Group column and click on the pull-down
menu. The Access Group selections listed must first be
created in the Security Settings, Access Groups window
(see page 16). Click to select a Group the schedule will
control from the pull-down list.

Event (Restrict or Enable Access)
Note: Be aware that more than one schedule can be as-
signed to each Access Group, and the total number of

schedules allowed is always limited to the maximum the
control panel will allow (255 events for the GEM-X255, 96
for GEM-P9600 and 48 for GEM-P3200)

Click in the Event column and click on the pull-down menu.
Select a control panel event from the pull-down list, as fol-
lows:

¢ None - No event specified

o Group Off - Restricts access during a period of time
(default setting)

e Group On - Enables access during a period of time

If you select Group On, the meaning of this window
changes to signify that the schedule now denies access
except for the times entered in this window.

See page 27 to configure the next three columns,
"Event Date", "Normal Hours" and "Holiday Hours".




Cards: Access System Information

System Info. > Access System

Alag em  Access Spstem |
(" @]
- gk ACM 2
B A3 Per Door Features Door 1 Door 2
G Acm4 Door Description
Area Area Area 2
Zone 003-ACH1 Doort 012-ACH1 Door2
Zone Zone
Forced Ertry Zi 01 0-ACH1 Doort 013-ACH1 Door2
Forced Forced
far Zone 011-ACH1 Doort 014-ACH1 Door2
Click to select e A
Areas Alovet o i
an ACM in the [isreas alowsa [no (7
account EE i i
[l Free Access ndes|Relay 1
Global Features
Enable Two-5 Yes Un-Lock Time [55ec ]
[Enable Napco etary. Format | Twwo-Swipe Arm Time. [408es. |
[Envable Facilty Codz Ves Emergency Free Access |zores |
[Enable Aocess Logging o Burg Log | Yes
Enchle Prirting Access Events e
Enable card presertation beep and green |No
LED flash

Click on the ACM directory tree on the left side of the screen to
select one of four possible ACM's in the account.

Access System

Up to 4 ACM modules are supported for each account, and
all ACM modules installed are displayed in the Access
System screen (an example is shown above). Each ACM
module is able to control two doors (total of 8 controlled
doors per account).

The ACM configuration cannot be programmed using PCD-
MANAGER, but must be programmed using the PCD-
Windows QuickLoader software. Note: If an account does
not support an ACM, the Access System tab and Work-
space folder will be hidden from the corporate user.

Click System Info., Access System to display the Access
System screen, which provides a detailed description of
each ACM module installed (click on the ACM directory tree
on the left side of the screen to select one of four possible
ACM's in the account). After selecting an ACM, all of the
features related to both doors of that ACM will be displayed.
Each field in the screen is described below:

"Per Door" Features

Door Description

Type a Door Description for each ACM-controlled door in
the account. Each ACM door description should be worded
to reflect the area to which the door is assigned.

Area

Displays the area name. If PCD-Windows Quickloader
software was used to specify a text name for the area (in
the Alarm Systems screen), that text will be displayed in
this field. If text was not used, the value "Area n" is dis-
played, where n is the area number to which the door is
assigned in the panel ACM programming.

Zone
Displays the zone description for the panel zone that acti-
vates when the access door is opened (and trips the door

contacts). If, in the panel Zone Assignment programming,
a zone description is defined, it will be displayed in this field;
otherwise the description will read "Zone n" where n is the
zone number assigned in the panel ACM programming.

Forced Entry Zone

Displays the zone description for the panel zone that acti-
vates when a door is opened but not unlocked. If, in the
panel Zone Assignment programming, a zone description is
defined, it will be displayed in this field; otherwise the de-
scription will read "Zone n" where n is the zone number as-
signed in the panel ACM programming.

Door Ajar Zone

Displays the zone description for the panel zone that acti-
vates when a door is opened but not closed for a specified
period of time. If, in the panel Zone Assignment program-
ming, a zone description is defined, it will be displayed in
this field; otherwise the description will read "Zone n" where
n is the zone number assigned in the panel ACM program-
ming.

Arm all Areas Allowed

Defined in the panel programming (see User Assignment
screen in PCD-Windows Quickloader). If "Yes", when a
card is presented to the card reader residing at the speci-
fied door, all areas assigned to the card will be armed. If
"No", only the area(s) where the card reader resides will be
armed. This feature is only available on door 1 of every
ACM.

Disarm all Areas Allowed

Defined in the panel programming (see User Assignment
screen in PCD-Windows Quickloader). If "Yes", when a
card is presented to the card reader residing at the speci-
fied door, all areas assigned to the card will be disarmed. If
"No", only the area(s) where the card reader resides will be
disarmed. This feature is only available on door 1 of every
ACM.

Stealth Mode
Defined in the panel programming (see User Assignment
screen in PCD-Windows Quickloader). If "Yes", the armed
and ready status card reader LED’s are normally off but are
turned on for 1 minute by any of the following events:

¢ Press a request to exit button

¢ Press a request to arm button

e Present a valid ARM/DISARM or ARM card to the

card reader

If "No", Stealth Mode is not enabled for the reader. Access
only and no arm capability cards do not affect the status of
Stealth Mode. Also, if the system is in alarm, Stealth Mode
is disabled.

Scheduled Free Access Index
Defined in the panel programming. Specifies if an external
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Cards: Access System Information (cont'd)

relay is programmed to activate (via a schedule) to allow
the protected door to unlock and allow "free access" for the
scheduled time.

Global Features

The following features, in the panel ACM programming, are
applied to all the ACM modules installed in the system:

Enable Two-Swipe Arming — If "Yes", allows arming by
presenting a proximity card twice. The proximity card used
must be enabled for arming/disarming functions, and must
be presented twice within the time specified in the "Two-
Swipe Arm Time" (see below).

Enable Napco Proprietary Access Format — The GEM-
ACM1D or GEM-2D supports two proximity card formats:
(1) NAPCO standard 36 bit proprietary format or (2) HID
standard 26 bit format. If "Yes", the ACM recognizes the
NAPCO standard 36 bit proprietary card format. If "No",
this standard 36 bit format will not be recognized.

Enable Facility Code: Not all proximity cards contain a
facility code. If the cards used contain a facility code, and
you wish to allow the code to be used within the system,
enable this feature in PCD-Windows Quickloader. If "Yes",
the least significant digit of the access card facility code
must be used as the first digit of the user code for each
card.

Enable Access Logging into Burg Log — There are 14
ACM-related events that are logged. If this feature is en-
abled ("Yes"), then all 14 ACM-related events will be written
to the Burg log. If this feature is not enabled ("No"), then
some events will be written to the Access Log and other
events will be written to the Burg Log (see page 35 for a
complete listing of which events are written to which Log).
Note: PCD-MANAGER does not allow a corporate user to
read the Burg Log. In addition, do not enable this feature if
you are using control panel versions 55 (or later) or else
logging entries may be duplicated, thus wasting Burg Log
space.

Enable Printing Access Events — If "Yes" and you have
GEM-Print and compatible printers with the correct ver-
sions, the Access Event log can be printed as they occur.

Enable card presentation beep and green LED flash —
This controls the card reader sounder and LED's. Many
types of card readers can be used with the ACM modules,
and each may behave differently depending on its design.
The recommended HID card reader is the HID PROX Point
Plus Model 6005B, and if "Yes", this reader will operate with
regard to this feature as follows:

o Disabled: Will beep and flash green when card is read,

door ajar sound is enabled.
e Enabled: Will beep twice and green LED will display
twice when card is read, door ajar sound is enabled.

Un-Lock Time — Displays the amount of time (in seconds)
the user is given to open the door after a card credential is
verified.

Two-Swipe Arm Time — If Enable Two-Swipe Arming is
enabled (see above), allows arming by presenting a prox-
imity card twice within the displayed time period (the card
used must be enabled for arming/disarming functions). The
time in this field is displayed in seconds.

Emergency Free Access — Displays the name of the zone
(24 hour) that when tripped will open all ACM doors to allow
"Free Access". NFPA requires that all doors must be unse-
cured ("unlocked") during a fire alarm and/or a primary
power (typically AC) failure. Using outputs of the fire alarm
panel and wiring them to the zone input, existing fire alarm
systems can be integrated into the access control system.
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Alarm Users

Security Settings > Alarm Users

In PCD-MANAGER, an "alarm user" is a person who can
access an alarm control panel by pressing their assigned
user code into an authorized system keypad. Alarm users
can either keypad arm the system or activate a timed Ac-
cess Keypad output with their user codes.

Each alarm user may be programmed with different security
settings—-settings that define the range of tasks they are
allowed to perform within the control panel. The total num-
ber of security settings a given control panel can accommo-
date is fixed but can be split between alarm users and ac-
cess groups in any manner. (195 for GEM-X255 control
panels, 96 for GEM-P9600 and 48 for GEM-P3200).

To assign keypad user codes and security settings to an
alarm user, click on View, Se-

curity Settings, Alarm Users m
in the PCD-MANAGER tool- =
bar (see image at right).
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You can also click Alarm Us-
ers (a subfolder of Security
Settings) in the Workspace
area (shown at right). Each L LN
column is defined as fol-

lows:

Card Hold:

Schedules
System Info

o

Alarm User Name

Names ("personnel") are
stored in the Personnel tab
of the Card Holders menu.
Once names are entered
here, they are copied into
other areas of this software-including into the Alarm Users
area. Simply click the first row in the Card Holders column,
and a pull down menu opens to display all personnel names
alphabetically. Click on a name to select.

Alarm Code

Type a 6-digit (maximum) user code, unique for all users
within an account (control panel). Note: This column can
be hidden from view by means of changing the Privacy
Level of the corporate user (see page 9 for details).

Authority Level
The Authority Level limits the number of menu options dis-

"Workspace" area
Press Ctrl + Shift + W to
open and close

i §|| m—

played in the keypad
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Function Menu (Level 3 =
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. System Event Log
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COde Type Guard Tour On/Off Download

This field designates the
type of actions allowed by alarm users. The valid choices
are Arm/Disarm, Arm Only, Service, and Guard Tour.

Selecting Service enables a one-time disarm ability (usually
for service personnel). Selecting Guard Tour enables an
option that requires a user to physically press their alarm
code at certain keypads--distributed within a premises--
within a certain period of time. Thus a Guard Tour requires
a user to make a "circuit" or "tour" of the premises. Note:
Guard Tour is programmable using PCD-Windows Quick-
loader software, and is only available with the GEM-X255
and GEM-P9600 control panels. See control panel installa-
tion instructions for more information.

Bypass Enable
Allows the user to bypass zones prior to arming a system.
Check to enable.

Overview

Checking Overview and selecting "Level 3" Authority
Level enables Overview Mode at keypads. Overview Mode
allows enabled users to view (via keypads) the armed
status, alarm status, fault status, etc. of other areas in the
alarm system. Note: If "Level 3" Authority Level is not en-
abled, this option “Activate Overview” will not display on the
keypad Function Menu.

Area(s)

Click the pull-down list to select those areas to which the
user is assigned. For example, a specific user may be al-
lowed to arm or disarm the areas specified in this window.
Area descriptions are specified (and can be modified) in the
System Info., Alarm System, Areas window. Only area
descriptions that are configured in the control panel are dis-
played.

Note: Hover the mouse arrow over this field and a "Tool
Tip" will list all areas selected. If no area descriptions exist,
the default descriptions are “Area n”, where n is the area
number ranged from 1 to 8. In addition, right-click in the
Area(s) column and a menu appears with not only the stan-
dard choices of Copy, Paste and Delete, but also:

Display selected areas as number/text - Column lists
areas by either name or area number.

Hide/Show advanced settings - Alarm Users screen
displays or hides the following detailed columns: Alarm
Code, Authority Level, Bypass Enable and Over-
view.

Go to Alarm User Schedules - ([Shift] + [F11]) Allows
direct access to the Schedules, Alarm User Sched-
ules screen (see page 23).

Access Keypads

When enabled, the Access Keypads column enables spe-
cific user codes to activate a specified keypad PGM lug for a
selected period of time.

Note: If the account supports an ACM, this field is hidden
from the corporate user. Access keypads must first be
added and defined in PCD-Windows Quickloader (select
“Remote Access Only” in the Keypad Assignments screen).

The keypad descriptions are added in the System Info,
Alarm System, Keypads window. Note: Hover the mouse
arrow over this field and a "Tool Tip" will list all selected key-
pad numbers. If no keypad descriptions exist, the default
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Alarm Users (cont'd)

descriptions are “Keypad n”, where n is the keypad number
ranged from 1 to 15.

The corporate user can also change several alarm users at
one time: Highlight the desired rows in the standard manner
by pressing either the Shift key or the Ctrl key on the key-
board, right-click and the following menu will display:

When finished with configuring Alarm Users, click Finalize
Changes to download the changes to the control panel.
Note: The Finalize Changes button will be grayed-out if no
changes are made in any window. If changes are made,
clicking Finalize Changes opens a message box listing all
windows changed and prompts the corporate user to pro-
ceed with or cancel the download to the control panel.

Create a Schedule
You can create new schedules here or click Schedules,
Alarm User Schedules in the Workspace (see page 23).

In the Schedule column, the default

setting is None Set (alerting you that Schedule
a schedule has not yet been config- =2
. Mone Set hd
ured for the alarm user--see image at ==
right). To create an access schedule :
for the selected alarm user, click in | va'iﬁ"nfe"rﬂ;)
the Schedule column and click on

the pull-down menu. The following popup window appears:
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Remember--Alarm Users and their user codes are con-
trolled via schedules--and the above popup window allows
you to create those schedules. Notice the User Off column
in the upper right-—-this default User Off setting means that
the schedule will allow access except

for the times entered in this popup |

-

window. If you wish, you can change
this—click User Off and the drop-

down list appears (shown at right). If
you select User On, the meaning of this popup window
changes to signify that the schedule now denies access ex-
cept for the times entered in this popup window. If None is
selected, all of the schedules for that user will not be saved
regardless of what is entered.

Note: The following example displays "User On" schedules
where access is allowed during the times selected (and ac-
cess is denied during all other times). In the image below,
notice the 3 columns that can be changed: Schedule, Time
and Date.

Alarm User: Richards, Michael W. User Off -
Schedule Time Date
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- icon to open icon to open
Click and type a [| the Schedule [F| the Schedule
Schedule name || Time dialog Date dialog

Create a new schedule by first clicking in the Schedule col-
umn and typing a descriptive name (32 characters maxi-
mum). Double-click the icon in the Time column to open the
Schedule Time dialog (shown below).
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9:00 AM to 5:00 PM, set the

dialog as shown in Fig. A. -
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flects 5:00 PM "Today" mean- [ mese
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In another example, to set the
dialog for a "night shift" of
11:00 PM through 7:00 AM,

Fig. A: Set 9AM - 5PM

MNomal Time Settings

set the dialog as shown in Fig. | . [rcom =
B. Note that the End Time | ,yu. [rom =

field reflects 7:00 AM the "Next
Day".

To select the days and dates
the schedule will be active, double-click the icon in the Date
column to open the Schedule Date dialog (shown below).
If the schedule operates on a weekly basis, you can click the
Schedule to occur weekly radio button and check the day
(or days) of the

I~ Mo Nomal Time

Fig. B: Set 11PM - 7AM
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schedule will be in effect. As you can see, the Schedule
Date dialog (above) provides an endless series of days and
dates your schedule is active--thus defining when the Alarm
User Schedules will provide access ("User On") or deny
access ("User Off") to those Alarm Users.

When finished with the Schedule Date dialog, click OK to
save (or click Cancel to exit without saving). When saving,
a warning popup will list the changes to be made and re-
quest confirmation. Click OK to proceed or Cancel to exit
without saving.
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Alarm User Schedules

Overview

Note: Turn to page 21 to create Alarm Users before using
this window to control their access via schedules.

In PCD-MANAGER, an "alarm user" is a person who can
access an alarm control panel by pressing their assigned
user code into an authorized system keypad. Alarm users
can either keypad arm the system or activate a timed Ac-
cess Keypad output with their user codes.

Use this window to apply schedules to alarm users in order
to extend access during certain specified times (or to re-
strict their access during other times such as holidays or
weekends).

Schedules > Alarm User Schedules

To create new or change existing Alarm User Schedules,
click on View, Schedules, Alarm User Schedules in the
PCD-MANAGER toolbar
(see image at right).

View Commurication Tools Window Help

Copy b Gther Account

Event |Weekly| Date

You can also click Alarm
User Schedules (a sub-
folder of Schedules) in the
Workspace area (circled
at right).

"Workspace" area
Press Ctrl + Shift + W
to open and close

The attributes of each Alarm User Schedule are located
within a single row of the Alarm User Schedules tab of the
Schedules menu. Each column is defined as follows:

Schedule

To add a new Alarm User Schedule, first click in the
Schedule column (within the first available row) and type a
unique schedule name (32 characters maximum). We rec-
ommend this name be descriptive enough to help you lo-
cate the schedule when needed.

User Name

Click in the User Name column and click on the pull-down
menu. The User Name selections listed must first be cre-
ated in the Security Settings, Alarm Users window (see
page 21). Click to select a User Name the schedule will
control from the pull-down list.

Event (Restrict or Enable)

Note: Be aware that more than one "event" can be as-
signed to each User Name, and the total number of events
allowed is always limited to the maximum the control panel

will allow regardless of how many user names are pro-
grammed (255 events for the GEM-X255, 96 for GEM-
P9600 and 48 for GEM-P3200)

Click in the Event column and click on the pull-down menu.
Select an control panel event from the pull-down list, as fol-
lows:

¢ None - No event specified

o User Off - Restricts access during a period of time

e User On - Enables access during a period of time
(default setting)

When a User Name is selected, the software checks if the
user is set to "initially off", and if so, automatically selects
User On. If the user is not "initially off" then the software
automatically selects User Off.

See page 27 to configure:

e Event Date
e Normal Hours
¢ Holiday Hours
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Alarm System Information

System Info. > Alarm System

The Alarm System window allows the customization of the
account by defining meaningful descriptions for certain
alarm system features. Four items are detailed in this win-
dow, as follows:

e Areas

o Keypads

¢ Automation
e Zones

Areas

In the System Info, Alarm System screen, the corporate
user can view descriptions for all areas used in the system.
There are up to 8 areas in an alarm system, and the corpo-
rate user can also type meaningful descriptions for areas in
their system.

Area descriptions appear as selection choices in the Area
(s) column of the Alarm Users window (see page 21), and
also in the Access All Doors in Areas column of the Ac-
cess Groups window (see page 17). The area descrip-
tions also appear as textual descriptions for ACM doors in
the Access System windows (see page 19).

. peeo

Area (=)
1 Area

Description

D~ @ h| & L kD

Area §
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If an account does not contain an area description, "Area n"
will appear as a selection choice in the other windows, ("n"
is the area number ranged from 1 to 8, see image above).
The available selection of area numbers will depend on
which areas have been assigned to zones and ACM's.

Keypads

In the Alarm System, Keypads screen, the corporate user
may enter keypad descriptions in the Descriptions column
(up to 16 characters maximum). Keypad descriptions en-
tered here will appear in the Access Keypads column of
the Security Settings, Alarm Users window.

Up to 15 keypads are supported by the GEM-P9600 and
GEM-X255 panels (only the first 8 keypads can be desig-
nated as Access keypads). With the GEM-P3200 panel, up
to 7 keypads are supported and they all can be designated
as Access keypads.

"Keypad n" is the default description for each keypad,
where n is the number ranged from 1 to the maximum num-
ber allowed by the panel.

Armn/Dizarm Feypads

Panel
Access
Output

7

Assigned to

Ambush
Area

Keypad Deseription

1 Area
2 Areal
7 Area d

<< <

"Elobal Codes

Panel Access Dutput Code; (393 IBE

Ambush [Prefiz]

Arm/Disarm Keypads: The Assigned to Area column
displays the area(s) in the system to which the keypad is
allocated. If the Ambush column is checked, the two-digit
ambush prefix code can be used at the keypad indicated.
The ambush prefix code is entered prior to any standard
disarm code, activating an Ambush condition (a silent re-
port is sent to the central station). If the Panel Access
Output column is checked and the Panel Access Output
Code is entered at the keypad(s) indicated, the auxiliary
relay (located on the control panel PC board) will be acti-
vated. Note: The Ambush and the Panel Access Output
column features are not permitted to be enabled by the cor-
porate user, therefore these columns are grayed-out (used
for reference only).

Global Alarm Codes: The Panel Access Output and
Ambush (Prefix) codes are programmable (if enabled), as
shown in the image above. The Panel Access Output
code must be a unique 6-digit code that must not match
any existing Alarm User keypad codes. To enable the
Panel Access Output code, you must first use PCD-
Windows Quickloader software to program "Access Control
on Aux Output" (in the System Options screen) and enable
at least one keypad for "Panel Access" (in the Keypad As-
signments screen). [f either feature is not enabled, the
Panel Access Output field will be grayed-out. The two-
digit Ambush prefix code--if placed before any existing
Alarm User keypad codes--must not duplicate the first digits
of existing Alarm User keypad codes.

Note: If the account supports an ACM, Access Keypad
information is hidden from the corporate user. Access key-
pads must first be added and defined in PCD-Windows
Quickloader (select “Remote Access Only” in the Keypad
Assignments screen).

Automation (Relays)

Up to 96 external relay controls are supported by the GEM-
P9600 and GEM-X255 panels. With the GEM-P3200
panel, up to 32 relays are supported. The corporate user
can enter meaningful descriptions to describe the external
relay controls assigned in a system. "Relay n" is the default
description for each external relay control, where n is the
number ranged from 1 to the maximum allowed by the
panel. The System window will display all external relay
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Alarm System Information (cont'd)

control descriptions.

The Restricted column, if checked, indicates to the corpo-
rate user that the specified relay cannot be deleted or its
schedule modified. A dealer password must be used to
enable this column, allowing the selection of relays to be
restricted.

Automation Description Restricted
1 r
2 r
3 r
4 r
5 r
B r
7 r
8 r

For control panel programs that do not support an ACM
and are ftransferred into PCD-MANAGER, the PCD-
MANAGER software will display the number of relay
boards installed in the system with the appropriate number
of external relay control descriptions. Each relay board
supports up to 8 external relay numbers, therefore the cor-
porate user must enter up to 8 external relay control de-
scriptions for each relay board used in the alarm system.
For alarm systems that do support an ACM, the actual
number of external relay control descriptions will depend on
the number of relay boards installed in the system, plus ad-
ditional relay descriptions for any relay numbers defined in
the PCD-Windows Quickloader Schedule Free Access
Index field (in the Access System screen).

The Automation (external relay control) descriptions in this
screen will appear as selection choices in the Relay No.
column of the Automation Schedules screen (if the Event
is set to Control On. See page 26). These descriptions
also appear as text in the Scheduled Free Access Index
field of the Access System screen (see page 19).

Zones
Click System Info, Alarm System, Zones to view descrip-
tions for all zones

used in the system. |EEZEC]

Zone Descriptions Fore Deseription j
(from the PCD-

001-ABCDEFCHIJEL

002-227772722727
003-3333332323322

1
. . 2
Windows  Quick- 3
4 004-AD1234567230
Loader account setup 5 Joos1
?
g

by the dealer) are im- e e
ported and displayed 2o

009-ACHML Doorl

in thIS WindOW. 10 |010-ACHL Loorl
11 011-ACHM1l Doorl

. 12 - Dor

The Zone Descrip- | (5 [ois-sau sers
tions that are not 10 Seaaol Poond

grayed_OUt Can be 16 0l6-ACHMZ Doorl

e . . 17 017-ACHZ Doorl
modified (click in the [EMM[o15_sc¥2 boox2

18 019-ACHMZ DoorZ

selected fields and 3 [020-2cH2 Doorz

21 [021-2CM3 Doorl ~|

overtype new text).
Fire zones and 24-Hour zones are grayed-out.
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Automation Relay Schedules

Automatic features and devices can be added to an access
control system, providing scheduled free access at doors or
for scheduled external relays to be triggered.

Note: The dealer can set certain relay schedules to be re-
stricted, i.e., the corporate user would not be able to make
any schedule changes or additions for those relays. See
Restricting Relays on page 25.

The total number of scheduled events in a system must not
exceed 255. This number is the combined total of Automa-
tion, Access Groups and Alarm User Schedules.

Note: “Tool Tips” are displayed on the column titles to fur-
ther explain the meaning of each column.

Setup, view, modify and define schedules as follows:

Schedules > Automation Schedules

To create new or change existing Automation Schedules,
click on View, Schedules, Automation Schedules in the
PCD-MANAGER toolbar
(see image at right).

Vien Communication Took  Window Help
| v Tookbar
! status Bar

Copy o Gther Accotnt

v Workspace Chrl+Shift+ FeeniDate
Dock Workspace to Left Day of |Week
Mont

Dock Workspace ta Right [v| Date | wee

Fa

You can also click Auto-
mation Schedules (a sub-
folder of Schedules) in the
Workspace area (circled
at right).

"Workspace" area
Press Ctrl + Shift + W
to open and close

o) | et

’gi’:‘,:.,., e

The attributes of each Automation Schedule are located
within a single row of the Automation Schedules tab of the
Schedules menu. Each column is defined as follows:

Schedule

To add a new Automation Schedule, first click in the
Schedule column (within the first available row) and type a
unique schedule name (32 characters maximum). We rec-
ommend this name be descriptive enough to help you lo-
cate the schedule when needed.

Relay No.

Click in the Relay No. column and click on the pull-down
menu. Click to select a relay the schedule will control from
the pull-down list (numbered 1-96 but limited to the number
of relay boards physically installed in the account/control
panel).

Event

Note: Be aware that more than one "event" can be as-
signed to each relay, and the total number of events al-
lowed is always limited to the maximum the control panel
will allow regardless of how many external relays are pro-
grammed (255 events for the GEM-X255, 96 for GEM-
P9600 and 48 for GEM-P3200)

Click in the Event column and click on the pull-down menu.
Select an control panel event from the pull-down list, as fol-
lows:

¢ None - No event specified
e Control On - The selected relay controlled event is en-
abled.

See page 27 to configure:

e Event Date
e Normal Hours
¢ Holiday Hours

26




All Schedules

View > Schedules

e Access Group Schedules - for Card Holders
o Alarm User Schedules - for Alarm Users
¢ Automation Schedules - for Relay Control

Event Date

Select the non-holiday date(s) the selected event will occur
using the four sub-columns: Weekly, Date, Day of Week,
and Week of Month, as follows:

o Weekly — Check to schedule an event to occur every
week. Checking the Weekly column checkbox alters
some of the columns to its right: the Date field and
Week of Month field are grayed-out. Select the Day
of Week (using the pull-down menu) to schedule the
event for repeating days.

o Date — With the Weekly checkbox unchecked, sched-
ule an event on a specific calendar date (in mm/dd/
yyyy format). Note: The wild card asterisk character
"" can be selected. For example, using two asterisks
in **/1/2005 indicates the event will occur the first day
of every month in the year of 2005.

o Day of Week — Select the Day of Week (using the
pull-down menu) to schedule the event for repeating
days, such as every Monday, Tuesday, and Wednes-
day, etc.

o Week of Month — Select the Week of Month (using
the pull-down menu) to schedule an event on repeating
days, such as the first week of a month, the second
week of a month, and so on.

In this field type the start and end times of the scheduled
event, excluding the holiday dates (in hh:mm am/pm for-
mat).

Holiday Hours

In short, Holidays are exceptions to existing Event Dates
and Normal Hours.

Click in the Holiday Hours "Start" field, and a Holiday
screen opens at the bottom of the window. First you must
define a holiday in the bottom Holiday screen fields, then
use the Holiday Hours fields on top to limit the hours of the
holiday previously defined at the bottom of the screen (in
hh:mm am/pm format). For example, if Normal Hours are
9 AM to 5 PM and you need to disable card access during
the holidays, then do not enter anything in the Holiday
Time field. Note: Pre-defined holidays can be used, if de-
sired, by right-clicking in the bottom Holiday field, and click-
ing Select Holiday From Template. The Holiday Tem-
plate dialog opens:

x
Select
Delete
Close

Halida: | Day of Week
Mew Year's Day

Markin

I ‘Week of Manth |
3

Flag Day
Independence Day
Labor Day
Zolumbus Day
Weterans Day
Thanksgiving
Christmas Day

L2fzE b

To add a holiday to the bottom Holiday field from the Tem-
plate, click to highlight a holiday and click Select. Click De-
lete to remove a holiday from the Template, if desired.

For other holidays not listed in the Template first you must
define a holiday in the bottom Holiday screen fields, then
use the Holiday Hours fields on top to limit the hours of the
holiday previously defined below. Note: You can alter holi-
days added from the Template in the same manner.

Starting in the Holiday screen fields at bottom, type a de-
scriptive name in the Holiday field, then enter the Date in
mm/dd/yyyy format. (Note: If needed, you can clear the
Date by right-clicking in the field and selecting Delete). In
the following columns, select the Day of the Week and the
Week of the Month the holiday occurs.

For example, if a holiday occurs on the "the 3rd Thursday of
every November", the Date field can remain blank, select
Thursday for the Day of the Week and check "3rd Wk" for
the Week of the Month.

Right-click in any of the fields, and different menu options
appear; you can bulk-copy several holidays at one time,
delete a single holiday schedule or remove all the defined
holiday schedules. Add a newly created holiday to the
Template by clicking in the Holiday field at bottom, click
Add Holiday to Template in the right-click menu, and the
new holiday will appear at the bottom of the Template list.

To send the new information to the control panel and put
the new settings into use, click the Finalize Changes but-
ton. An information popup will appear detailing where
changes were made. Click OK to proceed with the
download or click Cancel to exit without making or saving
changes.
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Uploading / Importing Panel Program

Transfer Data via Upload or Import

At this point, the following has been performed:
¢ The control panel has been installed and programmed

e The means of communication between PCD-
MANAGER and the control panel has been deter-

mined and configured.

Now you may use PCD-MANAGER to transfer the panel
program from the control panel into the PCD-MANAGER
software. There are two ways to perform this transfer:

e Upload via the Control Panel Communication

screen
o Import .QL9 files (created by PCD-Windows Quick-
loader software) via the PCD-MANAGER Import utility

Uploading the Control Panel Program

Uploading the Panel Program
In the PCD-MANAGER toolbar, click Communication,
Control Panel Communication.

[ L
el GG Tools  Window  He

Telephone Configuration
Communication Setup
MWetwark Setup E

|
—r

[ - T

;
Get Burglar Log
Get Access Log [
Finalize Changes [

Control Panel Communication

The Control Panel Communication dialog opens
(shown below).
=

r~ Communication Modes MNetworls Settings

IF Addiess: 222202222222
Port Number: 10081
PC Security Code: ~ 1-2-3

" Local [High Speed)
e P

Metwork Setup |

N

|/ Receive from Control Panel

i~ Communication O ptiohs
i+ Send to Contral Panel

Cards——— |
€ MNew or Modifisd
(o]

W Acoess Groups/alam Users

™| Aiccess Logs
™| Cards

™| Aoeess Groups/slam Users
I=| Schedies

Send / Receive

[~ Schedules I™ | Zane Desoiigfions
This section I | Cartiol Pane! Program Eaerd |
allows you to
initiate panel
uploads

This dialog changes to suit each communication mode
when one of the radio buttons located in the Communi-
cation Modes area of the dialog (top left) is selected (see
image above). Note: The default selection is Network,

but can be changed in the Preferences screen---see
page 9.

In the Communication Options section of the dialog,
click the Get from Control Panel radio button. Then
check to select the type of information you wish to re-
ceive from the control panel programming, as shown in
the image above.

If you wish to receive the entire program, check Control
Panel Program.

To initiate the transfer, click Send/Receive. To abort the
transfer, click Cancel.

Importing PCD-Windows Quickloader Accounts

Importing .QL9 files from PCD-Windows Quickloader

PCD-Windows Quickloader software can create .QL9
files from control panel accounts. These .QL9 files can
be imported into PCD-MANAGER, as follows:

In the PCD-MANAGER toolbar, click File, Import Quick-
loader Accounts. The Open dialog appears.

open 20 x|
Look in: IE} Irnpart j o _? % [~
[ isample.qls:
File narme: I Do |
Files of type: IPCDBDDD Account [*.gld) j Carcel |

Click to highlight the files you wish to import, and click
Open. The Import Quickloader Accounts dialog ap-
pears.

Import Quickloader Accounts x|

Select Accounts ko Impork

Accounts Mot Imported: Accounts to be Imported:

GEmini Arress

Carcel

Files selected previously are listed in the Accounts Not
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Uploading / Importing Panel Program (cont'd)

Imported field. Highlight the accounts to be imported
and click the All or > buttons.

When all Accounts are selected, click OK to initiate the
transfer or click Cancel to exit without transferring.

Click OK and the Import Master Password dialog
opens:

Import Account Gemini ACCess @ 3

Master Passcode

|
|
_Caneel_|

Cancel
= Existing Master Passcodes

~Mismatch Settings

[ skip Accounts with Mismatched Master Passcode

Skipped Accounts will be copied inta (Optional):

I Z:\Program Files\Mapoo Security GrouptPCD-MAMAGER),

Browse

Type the Master Password in the Master Password field.
Existing Master Passwords will be displayed in this dialog
for reference.

In the Mismatch Settings area, check to enable Skip
Accounts with Mismatched Master Passcode if you wish
to import all accounts that share the existing Master
Password but ignore all accounts that do not possess the
existing password. If you wish, all skipped accounts can
be copied to a specific location; type a path in the field
provided, or click Browse to view the file names in your
disk folders.

Click OK to initiate or click Cancel to exit without transfer-
ring.

Uploading vs. Importing Considerations

Either transfer method will provide identical results with
regard to data (such as Zone Descriptions) stored in both
the panel and within .QL9 files. User Names are stored
within accounts, and importing .QL9 account files may
provide more data within PCD-MANAGER, and therefore
may be considered the preferred method of transfer.

Before importing accounts, PCD-MANAGER will verify
that the Account Type is from a GEM-3200/9600/X255
control panel type. If the account does not support the
ACM accessory , PCD-MANAGER will automatically hide

and disable all the ACM-related information. If PCD-
MANAGER finds that the account does not support
TCP/IP, PCD-MANAGER will automatically disable the
option to communicate via a TCP/IP network, therefore
allowing communication with the alarm system via a se-
rial COM port or modem.

To import names into the PCD-MANAGER Personnel
List with correct formatting, the names must be in a
comma delimited 'Last Name, First Name' format.
Names with middle initials, the format must be 'Last
Name, First Name, ML.' (middle initial ending with a pe-
riod). Other formats include:

e Card user format: 'Last Name, First Name, MI., C'
e Alarm user format: 'Last Name, First Name, MI., A’

e Alarm & card user format: 'Last Name, First Name, MI.,
CA.
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Communication Setup Overview

Control Panel Communication

Like PCD-Windows Quickloader software, the PCD-
MANAGER software communicates with alarm control
panels in all current downloading modes:

o Locally via a serial COM port (High Speed). A Mini-PCI
or PCI2000 is required.

o Remotely via a TCP/IP network (NL-MOD required).

o Remotely via Telephone line (Napco approved modem
required).

One of the three modes must now be selected for the
installation.  Select a mode via the Control Panel
Communication dialog, as follows:

In the PCD-MANAGER toolbar, click Communication,
Control Panel Communication. The Control Panel
Communication dialog opens. This dialog changes to suit
each communication mode when one of the radio buttons
located in the Communication Modes area of the dialog
(top left) is selected (see image below).

Note: The default selection is Network, but can be
changed in the Preferences screen---see page 9.

The pages that follow detail
each of the three
communication modes. If
you have a corporate in-
house network, we
recommend you coordinate

Control Panel Cormunication

Communicat
Panel Pha
PCI2000/4
Modem Pc
Modem Ty

Communication Modes

' Local (High Speed]
= Metwork [TCPAP)

" Remate [Telca)

the PCD-MANAGER
installation with your IT

Click a radio
button to select a
communication

Communication Options
’7 & Send to Control P

department. Proceed mode
directly to your selected
Communication Mode for setup procedures: For Local

(High Speed), see page 31; for Networks (TCP/IP), see
page 33; and for Remote (Telco), see page 32.

Port / Modem Setup

To configure the port or the modem, click Communication,
Communication Setup in the PCD-MANAGER main tool-
bar. The Communication Setup dialog opens:

Communication Setup ll

Port I

Modem Port

Dial-out Prefix

Telephane Mumber

PCI2000/Mini Port |Mane Il
Modem Type |standard =l
Modern Location
' External " Internal |
Dialing Method
|— o @ TouchTone " Ratary |
Speaker Volume -
[ Cof Clowm & Medum ( Hgh |
Carrier Deteck
[ © Slow & Fast |
Call Monitor
r  Mone  © Connect % Always |
Dialtone Type
r b " Nonstandard % standard |
|'T|meuut © Mode 1  Mode 2 |

Validate PCI-2000 | QK I

Cancel |

The fields and selections in the above dialog are as follows:

Modem Port - Identifies the communication port for the
modem.

Dial-out Prefix - This sequence is dialed before the panel's
specified telephone number.

Telephone Number - The telephone number to which this
PC's modem is connected ("this PC" = the current PC).

PCI2000/Mini Port - Identifies the communication port for
the PCI or local communication port. The communica-
tion port can be one unused RS-232 serial communica-
tion port or USB port / USB to Serial Adapters. The
compatible USB adapters for Quickloader for Windows
are Belkin F5U103, Keyspan 18HS, USB UMC-100 and
FTDI FT8U232AM.

Modem Type - The modem manufacturer and model being
used for remote communication.

Modem Location - identifies if the modem is connected
directly to the PCI or directly to the computer.

Dialing Method - determines whether pulse or tones are
used

Speaker Volume - modem speaker volume

Carrier Detect - select Fast if the modem supports it

Call Monitor - Allows the user to monitor the modem's pro-
gress over the modem speaker

Dialtone Type - select Nonstandard if a telephone ex-
change has a non-standard dial tone.

Timeout - The timeout settings for the PCD-MANAGER
software to receive data from a device at the other end
of a serial connection. The default value should set to
Mode 1. If a specific USB to Serial adapter such as Bel-
kin Model F5U003/F5U103 is used for panel communi-
cation, the timeout setting should be set to Mode 2.

Validate Port button - Tests the PCI2000 interface by ener-
gizing the PCI2000 internal relay 3 times (3 clicks are
heard).

NAPCO Quickmodems

¢ Practical Peripherals PM14400FX PKT

e StarComm 2400 Data (model 2400E-030)
e Boca (model M1440E)

e Hayes OPTIMA 56K

¢ Quicktel/Logicode (model 2814XV-C)

¢ Standard
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Communication Setup: Local (High Speed)

Local (High Speed)
In this mode, a direct physical high-speed connection to
the control panel is made via a GEM-RS232 interface
module. (Refer to GEM-RS232 Installation Instructions
WI966 for wiring diagram and procedures).

ble with the NAPCO PCD-MANAGER software.
For full details of all fields and selections, see page 30,

Port / Modem Setup.
In the PCD-MANAGER toolbar, click Communication, When finished, click OK to save or click Cancel to exit
Control Panel Communication. The Control Panel without saving.

Communication dialog opens. Click the Local (High
Speed) radio button, and the Control Panel Commu-
nication dialog changes as shown below:

Control Panel Communication x|
r~ Communication Modes Communication Settings
o .. Panel Phone:; Maone Set Telephone Configuration
g
- - PCI2000/Mini Port;  Mone Set B —
i I |
© Network (TCR/IP] Modemn Part: FALSE CIMESen 2ee v

¢ Remote [Telca] odem Tppe:

/

r— Communication Options

&' Send to Contral Panel " Receive from Cantral Pane|

[T Access Logs
= Cards

Cards——— ]
& New or Modified
Al

¥ Access Groupsddlam Users

I~ | Locess Groups/lam Users
I~ | Schedules

W] Gtintrs I~ Zone Deseriptions ecndldiiceets
™ Zone Descriptions I™| Cortrol Panel Frogram Cancel

This dialog allows you to configure telco settings AND
allows you to initiate communications with the panel.

Communication Setup
In the upper right Communication Settings area of
the Control Panel Communication dialog, click the
Communication Setup button (or click Communica-
tion, Communication Setup in the main PCD-
MANAGER toolbar), and the following dialog appears:

Communication Setup x|

port |

Modem Port |

Dial-out Prefix

Telephone Kumber

PCIZ000{Mini Part |None

Modem Type

(11| E1

Standard

"Mndam Location

 External

 Inkernal

Dialing Method

* TouchTone

 Rotary

[ Spssker Volure

© off © Low

& Medium High

" Carrier Detect

 Slow

&+ Fast

|—CaH Monitor

" Mone  ( Conmect (% Always

rD\a\tone Type

€ Monstandard

% Standard

rTimeﬂut

* Mode 1

" Mode 2

Yalidate PCI-2000 | O I

cancal |

See WI1066 for information about setting up a NAPCO
Quick-Modem, which is a modem that is fully compati-
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Communication Setup: Remote (Telco)

Remote (Telco)

In this mode, connection to the control panel is made
via a PCI2000/3000 computer interface and a NAPCO
Quick-Modem connected to a dedicated telco line.
(Refer to PCI2000/3000 Installation Instructions W1443
for wiring diagram and procedures. See WI1066 for
Quick-Modem Installation Instructions).

In the PCD-MANAGER toolbar, click Communication,
Control Panel Communication. The Control Panel
Communication dialog opens. Click the Remote
(Telco) radio button, and the Control Panel Commu-
nication dialog changes as shown below:

E
[~ Communication Modes Ton Settings
B e e S Panel Phone: Nore Set Telephone Configuration | ™
e PLI2000/Mii Port:  Hone Set
Communication Setup
todem Port: FALSE
Mademn Type: A
i~ Remote [Telco) Operations
" Callback Establish Connection
" Keypad Establish Connection
Cancel |

This dialog allows you to configure telco settings AND
allows you to initiate communications with the panel.

Telephone Configuration

In the upper right Communication Settings area of
the above dialog (circled above), click the Telephone
Configuration button (or click Communication, Tele-
phone Configuration on the main PCD-MANAGER
toolbar) and the following dialog appears:

Remate Cal ~ First Cal Duration =
Ring Count =

[~ Panel Options and Callback Number
Calback #1 169
Callback #2 Mone Set
Answer on fing 1 5

Cancel

In the Quickloader Telephone Configuration dialog,
enter data in the fields as follows:

¢ In the Panel Phone Area field, type in the area code
and telephone number of the control panel. Only a
total of 10 characters are permitted in this field, and if
a disallowed character is typed, a warning popup ap-
pears (shown at right):

¢ In the Remote Call field, click the pull-down menu to
select Ring Count or Second Call.

¢ In the First Call duration field, either type in the num-
ber of seconds or click the buttons to increase or de-
crease the number. This field is limited to the num-
bers 0-99.

In the Panel Options and Callback Number area of

the dialog, data received from existing control panel

programming is displayed. When finished, click OK to

save or click Cancel to exit without saving.

Communication Setup

In the upper right Communication Settings area of
the Control Panel Communication dialog, click the
Communication Setup button (or click Communica-
tion, Communication Setup in the main PCD-
MANAGER toolbar), and the following dialog appears:

Modemn Port [T

Dial-out Prefix

Telephone Number

PCI2000jHini Port: [Mone |
WModem Type |Standard =]

Modem Location —— External © Internal ‘
e # TouchTone " Rotary |
’-Speak&l’ Wolume —— =0 @ am ' Mediom High |
[ = com & Fast |
|—Cal\u nitor  mMone € Connect (% Always |
[ Pialtone Type € Nonstandard ¥ Standard |
[ T & Mode 1 £ WMode 2 |

Validatepc}znﬂnl oK I Cancel |

See WI1066 for information about setting up a NAPCO
Quick-Modem, which is a modem that is fully compati-
ble with the NAPCO PCD-MANAGER software.

For full details of all fields and selections, see page 30,
Port / Modem Setup.

When finished, click OK to save or click Cancel to exit
without saving.
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Communication Setup: Network (TCP/IP)

Network (TCP/IP)
Communication via a network requires NAPCQO's Net-
Link™ NL-MOD control panel interface module. Pre-
liminary system preparation is outlined in WI11298.

In the PCD-MANAGER toolbar, click Communication,
Control Panel Communication. The Control Panel
Communication dialog opens. Click the Network
(TCPIIP) radio button, and the Control Panel Commu-
nication dialog changes as shown below:

Control Panel Communication \ﬂ
r~ Communication Modes Metwark Settings \
" Local [High 5 IP Addiess: 222.722.722.222
4 Higtwark [TCF Port Number: 10031
" Remate [Telza] FC Security Code: 1-2-3 Metwark Setup | /
~ Communication Options N —
* Send to Control Panel " Receive from Control Panel
E(frds ; I~ | Access Logs
(: New or Madified ™ Cads
All
™| Access Groups/alam Users
¥ Access Groups/tlam Users I~ | Schedulzs -
[ Schedules ™| Zore Descripticns Send / Receive
I™ Zone Descriptions I Contial Pane! Pragran [ |

This dialog allows you to configure telco settings AND
allows you to initiate communications with the panel.

Network Setup
In the upper right Communication Settings area of
the above dialog (circled above), click the Network
Setup button (or click Communication, Network
Setup on the main PCD-MANAGER toolbar) and the
following dialog appears:

=
ML MOD IP Address: I E L2220, 222, 22 QK I
ML MOD Part Mumber: I 10081 Cancel |

PC Security Code: Il_ - I_ = I_

In the Network Setup dialog, type in the following data:

¢ NL-MOD IP Address - The NL-MOD's static IP
Address

e NL-MOD Port Number - Set to Default value
10081

¢ PC Security Code - Match with code programmed
on the NL-MOD (leave blank if not set)
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Logs

Access Control Logs

Get Access Log x|

J Get log rom control panel

Date/Time | Event ‘ Door ‘

Fiter Log
Pint Log
SaveLog
Get Log Now
Purge Log

Card User

Card | &

Code
936414
996413
996412
936411
986410
936409
996408
998407
986406
936405
302399
302308
301521
301520
301514
301518
302397
301517
301516
301515

302394 T
»

010111970 12: 2950
0101 /1970 12,2940
0101 /1970 12,2940
010111970 12: 2850
01011970 12: 285m0
010111970 12: 2850
01001 /1970 12,2850
01001 /1970 12,2850
01011970 12: 285m0
01011970 12: 285m0
0100111970 12: 2850
01001 /1970 12,2850
01001 /1970 12,2850
01011970 12: 2750
01011970 12: 2750
01001 /1970 12,27 A
01001 /1970 12,2740
01001 /1970 12,2740
01011970 12: 2750
01011970 12: 2750
01001 /1970 12,2740

Access Granted ACM 1 - Door 2 User 25
User 24
User 23
User 22
User 21
User 20
User 19
User 18
User 17
User 16
User 15
User 13
User 12
User 11
User 10
User 9

User 8

User 7

User 6

User 5

User 4

Access Granted ACM T -
Access Granted ACM T -
Access Granted ACM T -
Access Granted ACM T -
Access Granted ACM T -
Access Granted ACM T -
Access Granted ACM T -
Access Granted ACM T -
Access Granted ACM T -
Access Granted ACH 1 - Door 1
Access Granted ACN 1 -- Door 1
Access Granted ACN 1 - Door 1
Access Granted ACM 1 - Door 1
Access Granted ACM 1 - Door 1
Access Granted ACH 1 -- Door 1
Access Granted ACN 1 -- Door 1
Access Denied ACN 1 - Door 1
Access Granted ACM 1 - Door 1
Access Deniedd ACM 1 - Door 1
Access Granted ACN 1 -- Door 1

Door 2
Door 2
Dior 2
Dior 2
Door 2
Door 2
Door 2
Dior 2
Dior 2

Close

< T T LT LT L] ]+

The Get Access Log button initiates log upload and
opens a window that allows the corporate user to view the
control panel Access Control Logs. The Get Access Log
screen will display, by default, the most recent events first,
but the log display can be filtered if needed to remove un-
needed events. Note: If an alarm panel does not support
an ACM, the Get Access Log button and screen will be
hidden from the corporate user.

Click the Get Access Log button and the Get Access
Log screen opens. Each field in the screen is described
below:

Date/Time — Displays the date and time of an ACM event
in a mm/dd/yyyy mm:hh am/pm format.

Event — Displays the description of an ACM occurrence.

Door — Displays the description of a door a user has ac-
cessed. If an ACM has failed, this field describes the
name of the failed ACM plus the area description of door
#1 for that ACM module.

Card User — Displays the Card Holder name assigned to
an access card.

Card Code — Displays the card's numeric card code. This
number is embossed on the card itself. .

The buttons in the Get Access Log screen are as follows:

Filter Log - To filter Access logs in PCD-MANAGER, the
corporate user must select the "Filter Log" button. A
"Filter Log" dialog will appear to allow the corporate user
to filter the ACM logs in the Get Access Log window.

Print Log - To print a full Access Control Log, the corpo-
rate user must select the "Print Log" button.

Save Log - To save a full Access Log into a text file, the
corporate user must select the "Save Log" button.

Get Log Now - To upload a full Access Control Log from
an account, the corporate user must select the "Get Log
Now button.

Purge Log - To clear stored Access Control Logs in PCD-
MANAGER, the corporate user must select the "Clear

Log" button. Note that this will not clear the control
panel Access Log data.

The last log that was uploaded into PCD-MANAGER wiill
remain available to the corporate user for viewing until the
next time an event log is uploaded. In addition, the auto-
matic daily or weekly event log uploads are archived to an
event log folder in the PCD-MANAGER installation direc-

tory.

Automatically upload the Access Log

Access Control Logs

E{ Get Log from Control Panel:

The Get Log from Control Panel button (located in the
upper left corner) allows you to configure when the Access
Log is to be automatically uploaded from the control panel
to PCD-MANAGER. Click the button to open the Sched-
ule Log dialog, as shown below:

=
Get Log fram Cantral Panet
12:004M every day
Cancel |
i~ Log Setting:

" Do not get Iog

' Get log daily Start Time:

" Get log weskly |12 00

Every week on
[~ Monday
™ Tuesday
[~ Wednesday
[~ Thursday
[ Friday
I Saturday
[~ Sunday

In the Schedule Log dialog, set the Log Settings by first
selecting one of three radio buttons, described below:

¢ Do not get log - Select to disable the Access Control
Log schedule. No logs will be retrieved from the con-
trol panel.

¢ Get log daily - Select to retrieve Access Control Logs
every day of the week initiating at the time typed in the
Start Time field.

o Get log weekly - Select to retrieve Access Control
Logs each week on the day(s) selected, and at the
time typed in the Start Time field for each day se-
lected.
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Logs (cont'd)

You can filter log events (remove unneeded events) listed
Listed below are the 14 ACM-related events that are in the Access Co_ntrol Logs screen. Click the Filter Log
logged. Some events are written to the Access Control bultto? and _]:[_he Fllt(tar fLog_ dllalo?hotpenst, re]xllowm?c tﬁouf tlo
Log, and other events are written to the Burg Log. [f the Ise ec sp$0|.|c. events for dispiay that match any of the fo-
feature "Enable Access Logging into Burg Log" is en- owing criteria:
abled (using PCD-Windows Quickloader software), then all . . .

14 ACM-related events are written only to the Burg Log. If Date / Time Set.tlrr]lgs -_Type tr;]e dlfte ?,Bd tllme of ACM
this feature "Enable Access Logging into Burg Log" is events you WIS "to VIew. Check on "Display most re-
NOT enabled, the events will be written to each log as fol- cent events first” to view the _most recent events that
lows: match the date and time criteria.
ACCESS CONTROL LOG Types of ACM Events - Check to select any of the fol-
The Access Control Log is limited only to the following lowing event types:
events when the feature "Enable Access Logging into o Access Granted
Burg Log" is NOT enabled ("John Smith" is used for the o Access Denied
Card Holder name in the example events below): o AC FaillLow Battery
1. Access Granted: ACM n Door n John Smith User « AC FaillLow Battery Restore
Code xxxxxx « Open
2. Access Denied: ACM n Door n John Smith User e Close
Code xxxxxx
2 ﬁgm ngz: ;2::2:,2': ':gm 2 ACM Setting§ - Narrow thg events by selecting from the
5. Close: Area n John Smith (proximity card only) pull-down lists as follows:
6. Open: Area n John Smith (proximity card only) e User - Select the Card Holder who caused the
BURG LOG event (displays the Personneli Lilst) .
The following ACM related events are written to the * Door - Select the door description (location) where
Burg Log when the feature "Enable Access Logging the event occurs.
into Burg Log" is NOT enabled:
1. Trouble: Keypad/ACM n Tamper
2. Trouble Restore: Keypad/ACM n Tamper
3. Trouble: Keypad/ACM n Fail
4. Trouble Restore: Keypad/ACM n Fail n Click Communication, Get Burglar Log to initiate log up-
5. Close: Area n John Smith load and open a window that allows the corporate user to
6. Open: Area n John Smith view the control panel Burglar Logs. The Burglar Logs
7. External Relay n ON (Scheduled Free Access) screen will display, by default, the most recent events first,
8. Alarm: Arean, Zone n (Emergency Free Access) but the log display can be filtered if needed to remove un-
needed events. Note: If an alarm panel does not support
Note: Do not enable the feature "Enable Access  an ACM, the Get Burglar Log selection and screen will be
Logging into Burg Log" if you are using control panel hidden from the corporate user.
\éir;:gg’[secis,Sth(Ssr vl\?z::tri)ngrBifge Ilc;ggglsr;ga;ﬁtnes may be Each field in the Burglar Logs screen is described below:
Date/Time — Displays the date and time of the event in a
mm/dd/yyyy mm:hh am/pm format.
S Event — Displays the description of the occurrence.
Door — Displays the description of a door a user has ac-
cassad.
R Card User — Displays the Card Holder name assigned to
Sta Tis and Dt [omnEE = — an access carq. . .
S [ Card Code — Displays the card's numeric card code. This
R _Cearfie | number is embossed on the card itself. .
= . 2
[~ ACM Power Restore
[~ Open
™ Close
\ J
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ACCESS CONTROL LOGS, 34

ACCESS CONTROL SYSTEM OVERVIEW, 3

ACCESS GRANTED, 35

ACCESS GROUP SCHEDULES, 18, 27
ACCESS GROUPS, 16

ACCESS GROUPS TAB, 17

ACCESS KEYPADS, 21

ACCESS LEVEL, 16

ACCESS SYSTEM INFORMATION, 19
ACCOUNT FEATURES, 10

ACCOUNT IN-USE, 7

ACCOUNT NAME, 10

ACCOUNT TYPE, 10

ACM POWER TROUBLE, 35

ACM SETTINGS, 35

ALARM CODE, 21

ALARM SYSTEM, 24

ALARM SYSTEM INFORMATION, 24
ALARM USER SCHEDULES, 23, 27
ALARM USERS, 21

ALL SCHEDULES, 27

ALWAYS ACCESS, 16

ARM ALL AREAS ALLOWED, 19
ARM/DISARM KEYPADS, 24

ARMING OR DISARMING ABILITIES, 16
ASSIGNING CARDS, 15

AT STARTUP OF AN ACCOUNT, 8
AUTHORITY LEVEL, 21

AUTOMATION (RELAYS), 24
AUTOMATION RELAY SCHEDULES, 26
AUTOMATION SCHEDULES, 27

B

BACKUP DATABASE, 6
BURG LOG, 35
BYPASS ENABLE, 21
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CALL MONITOR, 30

CARD ARMING, 16

CARD HOLDERS > CARDS, 15

CARD HOLDERS > PERSONNEL, 13

CARDS VIEW, 8

CARDS: ACCESS GROUP SCHEDULES, 18

CARDS: ACCESS GROUPS, 16

CARDS: ACCESS SYSTEM INFORMATION, 19

CARRIER DETECT, 30

CAT5 NETWORK CABLE, 2

CHECKLIST, 4

CODE TYPE FIELD, 21

COMMA DELIMITED TEXT FILE, 14

COMMUNICATION, 7

COMMUNICATION OPTIONS, 9

COMMUNICATION PORT, 30

COMMUNICATION SETTINGS, 31

COMMUNICATION SETUP, 30

COMMUNICATION SETUP BUTTON, 32

COMMUNICATION SETUP OVERVIEW, 30

COMMUNICATION SETUP; LOCAL (HIGH
SPEED), 31

COMMUNICATION SETUP; NETWORK (TCP/IP),
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COMMUNICATION SETUP: REMOTE (TELCO), 32

COMPANY LOGO FOLDER, 5

COMPATIBLE USB ADAPTERS, 2

CONTROL PANEL COMMUNICATION, 30, 32

CONTROL PANEL SECURITY CODE, 10

CONTROL PANELS SUPPORTED, 2

COPY ACCOUNT, 11

CORPORATE USERS, 7

CREATE A NEW ACCOUNT, 10

CREATE A SCHEDULE, 16, 22

CREATING A NETWORK DATABASE, 5

CUSTOMIZE THE SOFTWARE, 5

D

DATABASE BACKUP, 6
DATABASE HOST MACHINE, 5
DATABASE RESTORE, 6
DATABASE SELECTION, 6
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DEALER SOFTWARE SETUP AND
INSTALLATION, 5

DEALERINFO.INI FILE, 5

DELETE ACCOUNT, 11

DIALING METHOD, 30

DIAL-OUT PREFIX, 30

DIALTONE TYPE, 30

DISARM ALL AREAS ALLOWED, 19

DOOR AJAR ZONE, 19

DOOR DESCRIPTION, 19

DOT NET FOLDER, 5

EDIT ACCOUNT, 10

EMERGENCY FREE ACCESS, 20

ENABLE ACCESS LOGGING INTO BURG LOG, 20

ENABLE CARD PRESENTATION BEEP AND
GREEN LED FLASH, 20

ENABLE FACILITY CODE, 20

ENABLE NAPCO PROPRIETARY ACCESS
FORMAT, 20

ENABLE PRINTING ACCESS EVENTS, 20

ENABLE TWO-SWIPE ARMING, 20

ERROR CHECKING, 12

EVENT DATE, 27

EXIT, 6

EXTERNAL RELAY CONTROLS, 24

F

FILTER LOG, 34

FINALIZE CHANGES BUTTON, 12
FIRE ZONES, 25

FIRST CALL DURATION FIELD, 32
FIRST TIME LOGIN, 6

FORCED ENTRY ZONE, 19

FULL SOFTWARE ACCESS, 7

G

GEM-2D, 3
GEM-ACM1D, 3
GEM-RS232 MODULE, 2
GET LOG DAILY, 34
GET LOG WEEKLY, 34

GLOBAL ALARM CODES, 24
GLOBAL FEATURES, 20
GREEN LED FLASH, 20
GROUP NAME, 16

HARDWARE, 2

HIDE/SHOW ADVANCED SETTINGS, 21
HIGH SPEED, 30

HOLIDAY HOURS, 27

IMPORTING CONSIDERATIONS, 29
IMPORTING PANEL PROGRAM, 28
IMPORTING TEXT FILE NAMES, 14
INSTALL COMPONENTS FOLDER, 5
INSTALLING THE SOFTWARE, 5

L

LAN, 2
LIMITED WARRANTY, 40

LOCAL (HIGH SPEED), 31
LOCAL AREA NETWORK, 2
LOCAL SERIAL CONNECTION, 2
LOG EVENTS, 35

LOGIN, 6

LOGO.BMP, 5

LOGON TIME, 7

LOGOUT, 6

LOGOUT TIME, 7

LOGOUT USER BUTTON, 7
LOGS, 34

LOW BATTERY, 35

MASTER AND CORPORATE USERS, 7
MASTER PASSWORD, 6

MINI PORT, 30

MINI-PCI, 30

MISMATCH SETTINGS, 29

MODEM PORT, 30

MODEM TYPE, 30

MULTIPLE USERS, 2
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NAPCO QUICKMODEMS, 30
"NAPCOACM", 6

NET INSTALLATION ERROR, 5
NETLINK™ NL-MOD, 33
NETWORK (TCP/IP), 33
NETWORK CABLE, 2
NETWORK INSTALLATIONS, 5
NETWORK SETUP BUTTON, 33
NETWORK SETUP DIALOG, 33
NEW ACCOUNT OVERVIEW, 10
NL-MOD, 30

NL-MOD IP ADDRESS, 33
NL-MOD PORT NUMBER, 33
NONE SET, 16

NORMAL TIME SETTINGS, 17

0
OPEN ACCOUNT, 10

P

PANEL COMMUNICATION, 30

PANEL OPTIONS, 32

PANEL SECURITY CODE, 10

PANELS SUPPORTED, 2

PASSWORD SCREEN, 6

PC SECURITY CODE, 33

PCI OR LOCAL COMMUNICATION PORT, 30
PCI2000, 30

PCI12000/3000, 32

PCI2000/MINI PORT, 30

PER DOOR FEATURES, 19

PERSONNEL (ADDING), 13

PERSONNEL TAB, 13

PERSONNEL VIEW, 8

PERSONNEL: IMPORTING TEXT FILE NAMES, 14
PGM LUG, 21

PORT / MODEM SETUP, 30
PREFERENCES, 8

PRINTING, 12

Q

QL9 FILES, 28

QL9 IMPORTED ACCOUNTS, 6
QUICK START, 4
QUICKMODEMS, 30,31

READ-ONLY, 7
RELAYS, 24

REMOTE (TELCO), 32

REMOVE USER BUTTON, 7

RESTORE DATABASE, 6

RING COUNT, 32

RS-232, 2

RUNNING THE PCD-MANAGER SOFTWARE, 6

S

SCHEDULE DATE, 17

SCHEDULE TIME DIALOG, 16

SCHEDULED FREE ACCESS INDEX, 19

SCHEDULES, 16

SCHEDULES > ACCESS GROUP SCHEDULES, 18

SCHEDULES > ALARM USER SCHEDULES, 23

SCHEDULES > AUTOMATION SCHEDULES, 26

SCHEDULES, CREATING, 22

SECOND CALL, 32

SECURITY SETTINGS, 9

SECURITY SETTINGS > ACCESS GROUPS, 16

SECURITY SETTINGS > ALARM USERS, 21

SERIAL COMMUNICATIONS PORT, 2

SHOW ALARM USERS VIEW, 8
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SHOW CARDS VIEW, 8

SHOW 'FOR INSTALLER USE ONLY' COLUMN, 8

SKIP ACCOUNTS WITH MISMATCHED MASTER
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SOFTWARE INSTALLATION, 5

SOFTWARE REQUIREMENTS, 2

SOFTWARE SETUP, 5

SPEAKER VOLUME, 30

STARTUP, 6
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T

TCP/IP, 33
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TRANSFER DATA, 28
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u

UN-LOCK TIME, 20
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NAPCO LIMITED WARRANTY

NAPCO SECURITY SYSTEMS, INC. (NAPCO) war-
rants its products to be free from manufacturing defects
in materials and workmanship for thirty-six months fol-
lowing the date of manufacture. NAPCO will, within said
period, at its option, repair or replace any product failing
to operate correctly without charge to the original pur-
chaser or user.

This warranty shall not apply to any equipment, or any
part thereof, which has been repaired by others, improp-
erly installed, improperly used, abused, altered, dam-
aged, subjected to acts of God, or on which any serial
numbers have been altered, defaced or removed. Seller
will not be responsible for any dismantling or reinstalla-
tion charges.

THERE ARE NO WARRANTIES, EXPRESS OR IM-
PLIED, WHICH EXTEND BEYOND THE DESCRIP-
TION ON THE FACE HEREOF. THERE IS NO EX-
PRESS OR IMPLIED WARRANTY OF MERCHANT-
ABILITY OR A WARRANTY OF FITNESS FOR A PAR-
TICULAR PURPOSE. ADDITIONALLY, THIS WAR-
RANTY IS IN LIEU OF ALL OTHER OBLIGATIONS OR
LIABILITIES ON THE PART OF NAPCO.

Any action for breach of warranty, including but not lim-
ited to any implied warranty of merchantability, must be
brought within the six months following the end of the
warranty period.

IN NO CASE SHALL NAPCO BE LIABLE TO ANYONE
FOR ANY CONSEQUENTIAL OR INCIDENTAL DAM-
AGES FOR BREACH OF THIS OR ANY OTHER WAR-
RANTY, EXPRESS OR IMPLIED, EVEN IF THE LOSS
OR DAMAGE IS CAUSED BY THE SELLER'S OWN
NEGLIGENCE OR FAULT.

In case of defect, contact the security professional who
installed and maintains your security system. In order to
exercise the warranty, the product must be returned by
the security professional, shipping costs prepaid and
insured to NAPCO. After repair or replacement, NAPCO
assumes the cost of returning products under warranty.
NAPCO shall have no obligation under this warranty, or
otherwise, if the product has been repaired by others,
improperly installed, improperly used, abused, altered,
damaged, subjected to accident, nuisance, flood, fire or
acts of God, or on which any serial numbers have been
altered, defaced or removed. NAPCO will not be re-
sponsible for any dismantling, reassembly or reinstalla-
tion charges.

This warranty contains the entire warranty. It is the sole
warranty and any prior agreements or representations,
whether oral or written, are either merged herein or are
expressly cancelled. NAPCO neither assumes, nor au-

thorizes any other person purporting to act on its behalf
to modify, to change, or to assume for it, any other war-
ranty or liability concerning its products.

In no event shall NAPCO be liable for an amount in ex-
cess of NAPCO's original selling price of the product, for
any loss or damage, whether direct, indirect, incidental,
consequential, or otherwise arising out of any failure of
the product. Seller's warranty, as hereinabove set forth,
shall not be enlarged, diminished or affected by and no
obligation or liability shall arise or grow out of Seller's
rendering of technical advice or service in connection
with Buyer's order of the goods furnished hereunder.

NAPCO RECOMMENDS THAT THE ENTIRE SYSTEM
BE COMPLETELY TESTED WEEKLY.

Warning: Despite frequent testing, and due to, but not
limited to, any or all of the following; criminal tampering,
electrical or communications disruption, it is possible for
the system to fail to perform as expected. NAPCO does
not represent that the product/system may not be com-
promised or circumvented; or that the product or system
will prevent any personal injury or property loss by bur-
glary, robbery, fire or otherwise; nor that the product or
system will in all cases provide adequate warning or
protection. A properly installed and maintained alarm
may only reduce risk of burglary, robbery, fire or other-
wise but it is not insurance or a guarantee that these
events will not occur. CONSEQUENTLY, SELLER
SHALL HAVE NO LIABILITY FOR ANY PERSONAL
INJURY, PROPERTY DAMAGE, OR OTHER LOSS
BASED ON A CLAIM THE PRODUCT FAILED TO
GIVE WARNING. Therefore, the installer should in turn
advise the consumer to take any and all precautions for
his or her safety including, but not limited to, fleeing the
premises and calling police or fire department, in order
to mitigate the possibilities of harm and/or damage.

NAPCO is not an insurer of either the property or safety
of the user's family or employees, and limits its liability
for any loss or damage including incidental or conse-
quential damages to NAPCOQO's original selling price of
the product regardless of the cause of such loss or dam-
age.

Some states do not allow limitations on how long an im-
plied warranty lasts or do not allow the exclusion or limi-
tation of incidental or consequential damages, or differ-
entiate in their treatment of limitations of liability for ordi-
nary or gross negligence, so the above limitations or ex-
clusions may not apply to you. This Warranty gives you
specific legal rights and you may also have other rights
which vary from state to state.

40




